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1. Introduction
The Module-Lattice-Based Digital Signature Algorithm (ML-DSA) is a quantum-resistant digital
signature scheme standardized by the US National Institute of Standards and Technology (NIST)
PQC project  in . This document specifies the use of the ML-DSA in Public Key
Infrastructure X.509 (PKIX) certificates and Certificate Revocation Lists (CRLs) at three security
levels: ML-DSA-44, ML-DSA-65, and ML-DSA-87.

 defines two variants of ML-DSA: pure and pre-hash. Only the former is specified in this
document. See Section 8.3 for the rationale. The pure variant of ML-DSA supports the typical pre-
hash flow. Refer to Appendix D for more details.

Prior to standardization, ML-DSA was known as Dilithium. ML-DSA and Dilithium are not
compatible.

[NIST-PQC] [FIPS204]

[FIPS204]

1.1. Requirements Language
The key words " ", " ", " ", " ", " ", " ", "

", " ", " ", " ", and " " in this document are to
be interpreted as described in BCP 14  when, and only when, they appear in
all capitals, as shown here.

MUST MUST NOT REQUIRED SHALL SHALL NOT SHOULD SHOULD
NOT RECOMMENDED NOT RECOMMENDED MAY OPTIONAL

[RFC2119] [RFC8174]

2. Identifiers
The AlgorithmIdentifier type is defined in  as follows:

NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax . See  for the 1988 ASN.1 syntax.

The fields in AlgorithmIdentifier have the following meanings:

algorithm identifies the cryptographic algorithm with an object identifier (OID).

[RFC5912]

AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
        SEQUENCE {
            algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
            parameters  ALGORITHM-TYPE.
                   &Params({AlgorithmSet}{@algorithm}) OPTIONAL
        }

[RFC5912]
[X680] [RFC5280]

• 
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parameters, which are optional, are the associated parameters for the algorithm identifier
in the algorithm field.

The NIST-registered OIDs  are:

The contents of the parameters component for each algorithm  be absent.

• 

[CSOR]

   id-ml-dsa-44 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-44(17) }

   id-ml-dsa-65 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-65(18) }

   id-ml-dsa-87 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-87(19) }

MUST

3. ML-DSA Signatures in PKIX
ML-DSA is a digital signature scheme built upon the Fiat-Shamir-with-aborts framework 

. The security is based upon the hardness of lattice problems over module lattices 
. ML-DSA provides three parameter sets for the NIST PQC security categories 2, 3, and

5.

Signatures are used in a number of different ASN.1 structures. As shown in the ASN.1 equivalent
to that in  below, in an X.509 certificate, a signature is encoded with an algorithm
identifier in the signatureAlgorithm attribute and a signatureValue attribute that contains
the actual signature.

[Fiat-
Shamir]
[Dilithium]

[RFC5280]

  Certificate  ::=  SIGNED{ TBSCertificate }

  SIGNED{ToBeSigned} ::= SEQUENCE {
     toBeSigned           ToBeSigned,
     algorithmIdentifier  SEQUENCE {
         algorithm        SIGNATURE-ALGORITHM.
                            &id({SignatureAlgorithms}),
         parameters       SIGNATURE-ALGORITHM.
                            &Params({SignatureAlgorithms}
                              {@algorithmIdentifier.algorithm})
                                OPTIONAL
     },
     signature BIT STRING (CONTAINING SIGNATURE-ALGORITHM.&Value(
                              {SignatureAlgorithms}
                              {@algorithmIdentifier.algorithm}))
  }
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Signatures are also used in the CRL list ASN.1; the representation below is equivalent to that in 
. In an X.509 CRL, a signature is encoded with an algorithm identifier in the 

signatureAlgorithm attribute and a signatureValue attribute that contains the actual
signature.

The following SIGNATURE-ALGORITHM ASN.1 classes are for ML-DSA-44, ML-DSA-65, and ML-
DSA-87:

NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax .

The identifiers defined in Section 2 can be used as the AlgorithmIdentifier in the 
signatureAlgorithm field in the sequence Certificate/CertificateList and in the signature
field in the sequence TBSCertificate/TBSCertList in certificates and CRLs, respectively, 

. The parameters of these signature algorithms  be absent, as explained in 
Section 2. That is, the AlgorithmIdentifier  be a SEQUENCE of one component, the OID id-
ml-dsa-*, where * is 44, 65, or 87 -- see Section 2.

The signatureValue field contains the corresponding ML-DSA signature computed upon the
ASN.1 DER-encoded TBSCertificate/TBSCertList . The optional context string (ctx)
parameter as defined in Section 5.2 of  is left to its default value: the empty string.

[RFC5280]

   CertificateList  ::=  SIGNED{ TBSCertList }

  sa-ml-dsa-44 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-44
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-44 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }
    }

  sa-ml-dsa-65 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-65
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-65 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
    }

  sa-ml-dsa-87 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-87
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-87 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }
    }

[RFC5912]
[X680]

[RFC5280] MUST
SHALL

[RFC5280]
[FIPS204]
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Conforming Certification Authority (CA) implementations  specify the algorithms explicitly
by using the OIDs specified in Section 2 when encoding ML-DSA signatures in certificates and
CRLs. Conforming client implementations that process certificates and CRLs using ML-DSA 
recognize the corresponding OIDs. Encoding rules for ML-DSA signature values are specified in 
Section 2.

MUST

MUST

4. ML-DSA Public Keys in PKIX
In the X.509 certificate, the subjectPublicKeyInfo field has the SubjectPublicKeyInfo type,
which has the following ASN.1 syntax:

NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax . See  for the 1988 ASN.1 syntax.

The fields in SubjectPublicKeyInfo have the following meaning:

algorithm is the algorithm identifier and parameters for the public key (see above).
subjectPublicKey contains the public key.

Algorithm 22 in Section 7.2 of  defines the raw byte string encoding of an ML-DSA
public key. When used in a SubjectPublicKeyInfo type, the subjectPublicKey BIT STRING
contains this raw byte string encoding of the public key. When an ML-DSA public key appears
outside of a SubjectPublicKeyInfo type in an environment that uses ASN.1 encoding, it could
be encoded as an OCTET STRING by using the ML-DSA-44-PublicKey, ML-DSA-65-PublicKey, and 
ML-DSA-87-PublicKey types corresponding to the correct key size defined below.

The PUBLIC-KEY ASN.1 types for ML-DSA are defined here:

  SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
      algorithm        AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
      subjectPublicKey BIT STRING
  }

[RFC5912]
[X680] [RFC5280]

• 
• 

[FIPS204]
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NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax .

 specifies the Asymmetric Key Package's OneAsymmetricKey type for encoding
asymmetric keypairs. When an ML-DSA private key or keypair is encoded as a 
OneAsymmetricKey, it follows the description in Section 6.

When the ML-DSA private key appears outside of an Asymmetric Key Package in an
environment that uses ASN.1 encoding, it can be encoded using one of the ML-DSA-PrivateKey
CHOICE formats defined in Section 6. The seed format is  as it efficiently stores
both the private and public key.

Appendix C contains example ML-DSA public keys encoded using the textual encoding defined in 
.

  pk-ml-dsa-44 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-44
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-44-PrivateKey }  -- defined in Section 6

  pk-ml-dsa-65 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-65
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-65-PrivateKey }  -- defined in Section 6

  pk-ml-dsa-87 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-87
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-87-PrivateKey }  -- defined in Section 6

  ML-DSA-44-PublicKey ::= OCTET STRING (SIZE (1312))

  ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

  ML-DSA-87-PublicKey ::= OCTET STRING (SIZE (2592))

[RFC5912]
[X680]

[RFC5958]

RECOMMENDED

[RFC7468]

5. Key Usage Bits
The intended application for the key is indicated in the keyUsage certificate extension; see 

. If the keyUsage extension is present in a certificate that includes id-
ml-dsa-* (where * is 44, 65, or 87 -- see Section 2) in the SubjectPublicKeyInfo, then the
subject public key can only be used for verifying digital signatures on certificates or CRLs, or
those used in an entity authentication service, a data origin authentication service, an integrity

Section 4.2.1.3 of [RFC5280]
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service, and/or a non-repudiation service that protects against the signing entity falsely denying
some action. This means that the keyUsage extension  have at least one of the following
bits set:

digitalSignature 
nonRepudiation 
keyCertSign 
cRLSign 

ML-DSA subject public keys cannot be used to establish keys or encrypt data, so the keyUsage
extension  have any of the following bits set:

keyEncipherment 
dataEncipherment 
keyAgreement 
encipherOnly 
decipherOnly 

Requirements about the keyUsage extension bits defined in  still apply.

MUST

• 
• 
• 
• 

MUST NOT

• 
• 
• 
• 
• 

[RFC5280]

6. Private Key Format
 specifies two formats for an ML-DSA private key: a 32-octet seed (ξ) (GREEK SMALL

LETTER XI, U+03BE) and an (expanded) private key. The expanded private key (and public key)
is computed from the seed using ML-DSA.KeyGen_internal(ξ) (algorithm 6).

"Asymmetric Key Packages"  specifies how to encode a private key in a structure that
both identifies what algorithm the private key is for and allows for the public key and additional
attributes about the key to be included as well. For illustration, the ASN.1 structure 
OneAsymmetricKey is replicated below.

[FIPS204]

[RFC5958]
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NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax .

For ML-DSA private keys, the privateKey field in OneAsymmetricKey contains one of the
following DER-encoded CHOICE structures. The seed format is a fixed 32-byte OCTET STRING (34
bytes total with the 0x8020 tag and length) for all security levels, while the expandedKey and 
both formats vary in size by security level:

  OneAsymmetricKey ::= SEQUENCE {
    version                  Version,
    privateKeyAlgorithm      SEQUENCE {
    algorithm                PUBLIC-KEY.&id({PublicKeySet}),
    parameters               PUBLIC-KEY.&Params({PublicKeySet}
                               {@privateKeyAlgorithm.algorithm})
                                  OPTIONAL}
    privateKey               OCTET STRING (CONTAINING
                               PUBLIC-KEY.&PrivateKey({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})),
    attributes           [0] Attributes OPTIONAL,
    ...,
    [[2: publicKey       [1] BIT STRING (CONTAINING
                               PUBLIC-KEY.&Params({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})
                                 OPTIONAL ]],
    ...
  }

[RFC5958]
[X680]
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NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax .

The CHOICE allows three representations of the private key:

The seed format (tag [0]) contains just the 32-byte seed value (ξ) from which both the
expanded private key and public key can be derived using ML-DSA.KeyGen_internal(ξ).
The expandedKey format contains the expanded private key that was derived from the seed.
The both format contains both the seed and expanded private key, allowing for
interoperability; some may want to use and retain the seed and others may only support
expanded private keys.

When encoding an ML-DSA private key in a OneAsymmetricKey object, any of these three
formats may be used, though the seed format is  for storage efficiency.

The privateKeyAlgorithm field uses the AlgorithmIdentifier structure with the appropriate
OID as defined in Section 2. If present, the publicKey field will hold the encoded public key as
defined in Section 4.

NOTE: While the private key can be stored in multiple formats, the seed-only format
is  as it is the most compact representation. Both the expanded
private key and the public key can be deterministically derived from the seed using 
ML-DSA.KeyGen_internal(ξ). Alternatively, the public key can be generated from

ML-DSA-44-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (2560)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (2560))
      }
  }

ML-DSA-65-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4032)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4032))
      }
  }

ML-DSA-87-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4896)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4896))
      }
  }

[RFC5912]
[X680]

1. 

2. 
3. 

RECOMMENDED

RECOMMENDED

RFC 9881 ML-DSA in Certificates October 2025

Massimo, et al. Standards Track Page 10



the private key. While the publicKey field and expandedKey format are technically
redundant when using the seed-only format, they  be included to enable
keypair consistency checks during import operations.

When parsing the private key, the ASN.1 tag explicitly indicates which variant of CHOICE is
present. Implementations should use the context-specific tag IMPLICIT [0] (raw value 0x80) for 
seed, OCTET STRING (0x04) for expandedKey, and SEQUENCE (0x30) for both to parse the private
key, rather than any other heuristic like length of the enclosing OCTET STRING.

Appendix C contains example ML-DSA private keys encoded using the textual encoding defined
in .

MAY

[RFC7468]

7. IANA Considerations
For the ASN.1 module in Appendix A, IANA has assigned the following object identifier (OID) in
the "SMI Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0):

Decimal Description Reference

119 id-mod-x509-ml-dsa-2025 RFC 9881

Table 1: Registered ASN.1 Module

8. Operational Considerations

8.1. Private Key Format
An ML-DSA.KeyGen seed (ξ) represents the  format for storing and
transmitting ML-DSA private keys. This format is explicitly permitted by  as an
acceptable representation of a keypair. In particular, generating the seed in one cryptographic
module and then importing or exporting it into another cryptographic module is allowed. The
internal key-generation function ML-DSA.KeyGen_internal(ξ) can be accessed for this purpose.

Note also that unlike other private key compression methods in other algorithms, expanding a
private key from a seed is a one-way function, meaning that once a full key is expanded from
seed and the seed discarded, the seed cannot be recreated, even if the full expanded private key
is available. For this reason, it is  that implementations retain and export the
seed, even when also exporting the expanded private key. ML-DSA seed extraction can be
implemented by including the seed ξ that is randomly generated at line 1 of Algorithm 1 ML-
DSA.KeyGen in the returned output.

When encoding an ML-DSA private key in a OneAsymmetricKey object, any of these three
formats may be used, though the seed format is  for storage efficiency.

RECOMMENDED
[FIPS204]

RECOMMENDED

RECOMMENDED
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8.2. Private Key Consistency Testing
When receiving a private key that contains both the seed and the expandedKey, the recipient 

 perform a seed consistency check to ensure that the sender properly generated the
private key. Recipients that do not perform this seed consistency check avoid keygen and
compare operations, but are unable to ensure that the seed and expandedKey match.

If the check is done and the seed and the expandedKey are not consistent, the recipient 
reject the private key as malformed.

The seed consistency check consists of regenerating the expanded form from the seed via ML-
DSA.KeyGen_internal, and ensuring it is bytewise equal to the value presented in the private
key.

Appendix C.4 includes some examples of inconsistent seeds and expanded private keys.

SHOULD

MUST

8.3. Rationale for Disallowing HashML-DSA
The HashML-DSA mode defined in Section 5.4 of  be used; in other words,
public keys identified by id-hash-ml-dsa-44-with-sha512, id-hash-ml-dsa-65-with-sha512,
and id-hash-ml-dsa-87-with-sha512  be in X.509 certificates used for CRLs, OCSP,
certificate issuance, and related PKIX protocols. This restriction is primarily to increase
interoperability.

ML-DSA and HashML-DSA are incompatible algorithms that require different Verify() routines.
This introduces the complexity of informing the verifier whether to use ML-DSA.Verify() or 
HashML-DSA.Verify(). Additionally, since the same OIDs are used to identify the ML-DSA public
keys and ML-DSA signature algorithms, an implementation would need to commit a given public
key to be either of type ML-DSA or HashML-DSA at the time of certificate creation. This is
anticipated to cause operational issues in contexts where the operator does not know whether
the key will need to produce pure or pre-hashed signatures at key-generation time. The External
"μ" (GREEK SMALL LETTER MU, U+03BC) mode described in Appendix D avoids all of these
operational concerns.

A minor security reason for disallowing HashML-DSA is that the design of the ML-DSA algorithm
provides enhanced resistance against collision attacks, compared with HashML-DSA or
conventional RSA or ECDSA signature algorithms. Specifically, ML-DSA prepends the SHAKE256
hash of the public key (tr) to the message to-be-signed prior to hashing, as described in line 6 of
Algorithm 7 of . This means that in the unlikely discovery of a collision attack against
the SHA-3 family, an attacker would have to perform a public-key-specific collision search in
order to find message pairs such that H(tr || m1) = H(tr || m2), because a direct hash
collision H(m1) = H(m2) will not suffice. HashML-DSA removes this enhanced security property.
In spite of its lack of targeted collision protection, the practical security risk of using HashML-
DSA in X.509 signatures would be immaterial. This is because a hash of the issuing CA's public

[FIPS204] MUST NOT

MUST NOT

[FIPS204]
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key is already included in the Authority Key Identifier (AKI) extension, which is signed as part of
the TBSCertificate structure. Even when it is a SHA-1 hash, general second pre-images against
the AKI hash of existing issuing CAs would be impractical.

9. Security Considerations
The Security Considerations section of  applies to this specification as well.

The ML-DSA signature scheme is strongly unforgeable under chosen message attacks (SUF-CMA).
For the purpose of estimating security strength, it has been assumed that the attacker has access
to signatures for no more than 2^{64} chosen messages.

ML-DSA depends on high quality random numbers that are suitable for use in cryptography. The
use of inadequate pseudo-random number generators (PRNGs) to generate such values can
significantly undermine various security properties. For instance, using an inadequate PRNG for
key generation might allow an attacker to efficiently recover the private key by trying a small set
of possibilities, rather than brute-force searching the whole keyspace. The generation of random
numbers of a sufficient level of quality for use in cryptography is difficult; see Section 3.6.1 of 

 for some additional information.

In the design of ML-DSA, care has been taken to make side-channel resilience easier to achieve.
For instance, ML-DSA does not depend on Gaussian sampling. Implementations must still take
great care not to leak information via various side channels. While deliberate design decisions
such as these can help to deliver a secure implementation with greater ease -- particularly
against side-channel attacks -- it does not necessarily provide resistance to more powerful attacks
such as differential power analysis. Some amount of side-channel leakage has been
demonstrated in parts of the signing algorithm (specifically the bit-unpacking function), from
which a demonstration of key recovery has been made over a large sample of signatures.
Masking countermeasures exist for ML-DSA, but comes with performance overhead.

ML-DSA offers both deterministic and randomized signing. Signatures generated with either
mode are compatible and a verifier cannot tell them apart. In the deterministic case, a signature
only depends on the private key and the message to be signed. This makes the implementation
easier to test and does not require a randomness source during signing. In the randomized case,
signing mixes in a 256-bit random string from an approved random bit generator (RBG). When
randomized, ML-DSA is easier to harden against fault and hardware side-channel attacks.

A security property that is also associated with digital signatures is non-repudiation. Non-
repudiation refers to the assurance that the owner of a signature keypair that was capable of
generating an existing signature corresponding to certain data cannot convincingly deny having
signed the data, unless its private key was compromised. The digital signature scheme ML-DSA
possesses three security properties beyond unforgeability, that are associated with non-
repudiation. These are exclusive ownership, message-bound signatures, and non-resignability.
These properties are based tightly on the assumed collision resistance of the hash function used
(in this case SHAKE-256). A full discussion of these properties in ML-DSA can be found at 

.

[RFC5280]

[FIPS204]

[CDFFJ21]
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Appendix A. ASN.1 Module
This appendix includes the ASN.1 module  for the ML-DSA. Note that as per ,
certificates use the Distinguished Encoding Rules; see . This module imports objects from 

.

[X680] [RFC5280]
[X690]

[RFC5912]

<CODE BEGINS>
X509-ML-DSA-2025
{ iso(1) identified-organization(3) dod(6)
  internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
  id-mod-x509-ml-dsa-2025(119) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS

 PUBLIC-KEY, SIGNATURE-ALGORITHM
   FROM AlgorithmInformation-2009  -- [RFC 5912]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-algorithmInformation-02(58) } ;

--
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-- ML-DSA Identifiers
--

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
  country(16) us(840) organization(1) gov(101) csor(3)
  nistAlgorithms(4) }

sigAlgs OBJECT IDENTIFIER ::= { nistAlgorithms 3 }

id-ml-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }

id-ml-dsa-65 OBJECT IDENTIFIER ::= { sigAlgs 18 }

id-ml-dsa-87 OBJECT IDENTIFIER ::= { sigAlgs 19 }

--
-- Public Key Algorithms
--

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeys from [RFC 5912]
  pk-ml-dsa-44 |
  pk-ml-dsa-65 |
  pk-ml-dsa-87,
  ...
}

--
-- ML-DSA Public Keys
--

pk-ml-dsa-44 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-44
  -- KEY no ASN.1 wrapping; 1312 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                   keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-44-PrivateKey
  }

ML-DSA-44-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (2560)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (2560))
      }
  }

pk-ml-dsa-65 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-65
  -- KEY no ASN.1 wrapping; 1952 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                   keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-65-PrivateKey
  }
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ML-DSA-65-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4032)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4032))
      }
  }

pk-ml-dsa-87 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-87
  -- KEY no ASN.1 wrapping; 2592 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                    keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-87-PrivateKey
  }

ML-DSA-87-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4896)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4896))
      }
  }

ML-DSA-44-PublicKey ::= OCTET STRING (SIZE (1312))

ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

ML-DSA-87-PublicKey ::= OCTET STRING (SIZE (2602))

--
-- Signature Algorithms
--

SignatureAlgorithms SIGNATURE-ALGORITHM ::= {
  -- This expands SignatureAlgorithms from [RFC 5912]
  sa-ml-dsa-44 |
  sa-ml-dsa-65 |
  sa-ml-dsa-87,
  ... }

--
-- ML-DSA Signature Algorithm Identifiers
--

sa-ml-dsa-44 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-44
  PARAMS ARE absent
  PUBLIC-KEYS { pk-ml-dsa-44 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }
  }

sa-ml-dsa-65 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-65
  PARAMS ARE absent
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  PUBLIC-KEYS { pk-ml-dsa-65 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
  }

sa-ml-dsa-87 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-87
  PARAMS ARE absent
  PUBLIC-KEYS { pk-ml-dsa-87 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }
  }
END
<CODE ENDS>

Appendix B. Security Strengths
Instead of defining the strength of a quantum algorithm using the common but imprecise notion
of bits of security, NIST has instead elected to define security levels by picking a reference
scheme, which NIST expects to offer notable levels of resistance to both quantum and classical
attacks. To wit, an algorithm that achieves NIST PQC security level 1 must require computational
resources to break the relevant security property, which are greater than those required for a
brute-force key search on AES-128. Levels 3 and 5 use AES-192 and AES-256 as references,
respectively. Levels 2 and 4 use collision search for SHA-256 and SHA-384 as references.

The parameter sets defined for NIST security levels 2, 3, and 5 are listed in Table 2, along with
the resulting signature size, public key, and private key sizes in bytes. Note that these are the
sizes of the raw keys, not including ASN.1 encoding overhead from OneAsymmetricKey and 
SubjectPublicKeyInfo wrappers. Private key sizes are shown for both the seed format and
expanded format.

Level (k,l) eta Sig. (B) Public Key(B) Private Seed(B) Private Expand(B)

2 (4,4) 2 2420 1312 32 2560

3 (6,5) 4 3309 1952 32 4032

5 (8,7) 2 4627 2592 32 4896

Table 2: ML-DSA Parameters

Appendix C. Examples
This appendix contains examples of ML-DSA private keys, public keys, certificates, and
inconsistent seed and expanded private keys.
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C.1. Example Private Keys
The following examples show ML-DSA private keys in different formats, all derived from the
same seed 000102...1e1f. For each security level, we show the seed-only format (using a
context-specific [0] primitive tag with an implicit encoding of OCTET STRING), the expanded
format, and both formats together.

NOTE: All examples use the same seed value, showing how the same seed produces
different expanded private keys for each security level.

C.1.1. ML-DSA-44 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.1.1. Seed Format

-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMRBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----

SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
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C.1.1.2. Expanded Format
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    OCTET_STRING { `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d178RFC 9881 ML-DSA in Certificates October 2025
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` }
  }
}

RFC 9881 ML-DSA in Certificates October 2025

Massimo, et al. Standards Track Page 23



C.1.1.3. Both Format
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d1RFC 9881 ML-DSA in Certificates October 2025
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` }
    }
  }
}

C.1.2. ML-DSA-65 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.2.1. Seed Format

-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMSBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
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C.1.2.2. Expanded Format
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-----BEGIN PRIVATE KEY-----RFC 9881 ML-DSA in Certificates October 2025
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    OCTET_STRING { `48683d91978e31eb3dddb8b0473482d2b88a5f625949RFC 9881 ML-DSA in Certificates October 2025
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` }
  }
}
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C.1.2.3. Both Format
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-----BEGIN PRIVATE KEY-----RFC 9881 ML-DSA in Certificates October 2025
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `48683d91978e31eb3dddb8b0473482d2b88a5f6259RFC 9881 ML-DSA in Certificates October 2025
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` }
    }
  }
}

C.1.3. ML-DSA-87 Private Key Examples

Each of the examples includes the textual encoding  followed by the so-called "pretty
print"; the private keys are the same.

[RFC7468]

C.1.3.1. Seed Format

-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMTBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----

SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
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C.1.3.2. Expanded Format
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-----BEGIN PRIVATE KEY-----RFC 9881 ML-DSA in Certificates October 2025
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    OCTET_STRING { `9792bcec2f2430686a82fccf3c2f5ff665e771d7ab41RFC 9881 ML-DSA in Certificates October 2025
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` }
  }
}
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C.1.3.3. Both Format
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-----BEGIN PRIVATE KEY-----RFC 9881 ML-DSA in Certificates October 2025
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-----END PRIVATE KEY-----
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SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `9792bcec2f2430686a82fccf3c2f5ff665e771d7abRFC 9881 ML-DSA in Certificates October 2025
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` }
    }
  }
}
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C.2. Example Public Keys
The following is the ML-DSA-44 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.

[RFC7468]

-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
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The following is the ML-DSA-65 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.

SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d17` }
}

[RFC7468]
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-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
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SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `48683d91978e31eb3dddb8b0473482d2b88a5f62594RFC 9881 ML-DSA in Certificates October 2025
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The following is the ML-DSA-87 public key corresponding to the private key in the previous
section. The textual encoding  is followed by the so-called "pretty print"; the public
keys are the same.
` }
}

[RFC7468]
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-----BEGIN PUBLIC KEY-----RFC 9881 ML-DSA in Certificates October 2025
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5VvgYiIvi6kKl0BzMmsxISrs4KNKYA==
-----END PUBLIC KEY-----
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SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `9792bcec2f2430686a82fccf3c2f5ff665e771d7ab4RFC 9881 ML-DSA in Certificates October 2025
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` }
}

C.3. Example Certificates

NOTE: The example certificates in this section have key usage bits set to 
digitalSignature, keyCertSign, and cRLSign to lessen the number of examples,
i.e., brevity. Certificate Policies (CPs)  for production CAs should consider
whether this combination is appropriate.

The following is a self-signed certificate for the ML-DSA-44 public key in the previous section.
The textual encoding  is followed by the so-called "pretty print"; the certificates are the
same.

[RFC3647]

[RFC7468]

-----BEGIN CERTIFICATE-----RFC 9881 ML-DSA in Certificates October 2025
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
      }
      BIT_STRING { `00` `d7b2b47254aae0db45e7930d4a98d2c97d8f139
7d1789dafa17024b316e9bec94fc9946d42f19b79a7413bbaa33e7149cb42ed5
115693ac041facb988adeb5fe0e1d8631184995b592c397d2294e2e14f90aa41
4ba3826899ac43f4cccacbc26e9a832b95118d5cb433cbef9660b00138e0817f
61e762ca274c36ad554eb22aac1162e4ab01acba1e38c4efd8f80b65b333d0f7
2e55dfe71ce9c1ebb9889e7c56106c0fd73803a2aecfeafded7aa3cb2ceda54d
12bd8cd36a78cf975943b47abd25e880ac452e5742ed1e8d1a82afa86e590c75
8c15ae4d2840d92bca1a5090f40496597fca7d8b9513f1a1bda6e950aaa98de4
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
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          OCTET_STRING {
            OCTET_STRING { `329a07b1fabb48f52a309f11a1898f848e23
22ff` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `67a8951fc308e12f6867611fdc254bf4bcb514f7f5fRFC 9881 ML-DSA in Certificates October 2025
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The following is a self-signed certificate for the ML-DSA-65 public key in the previous section.
The textual encoding  is followed by the so-called "pretty print"; the certificates are the
same.

f4abeddd51196816d019517d1e25fb62c9f79d9232fdf1ceec604f8dda5f7145
541c5793b9c5ae1589588a49a6e6174614ea012933a192b3b084725b465bb1a2
2ccb4b60cf3ca142f7683a8267fb6b0a8dc0b3a5f63ab60443f6c7ee70e9b5b0
67adfdc33960f88961e8b6a8a31e61cbc0096888f06346637ecece196291b95e
3b8c579df27010e631eba3634c766a933d7f4e20811946bb87e97f7e7bade957
e4c52d72676af91ac771ec351f36411e2b2cc8327611037cf0df4e3b947a87ef
5e2b57955b137c981105af76d6251cc14cdb3f430ed6b9f514404ce7a69bb000
d5f62c7e876b57f40f262e6a3e6be91ed0af7c8b5b74b160f3c661d735799d5f
b47685135c5551f69a09444f5f01295f539a8227d271e4849fbc8906cf57e67e
a5e150df5f13b0b412f97b21840b82e4d71739d1bec5ef9e58b047d52dfe0f39
26d5d48a4bb81764e10813070436e8bfaa75dbc90ffb6ecb0604a1338206f347
25c689fcb1687acb444b533d4c4da9846192825c03d9cc9a1685bcdd367b3f41
3b2334ff3096ebc146d7646fac3856b9ba18ed815d8ea941404f7280eeca6021
7c017d4f1467f3ad0e41e31c4ff351b14f59ffc9d19f3dca6c0b8c4d8b10eaa6
e3b8b4c3c1f17d0786f86140d0476db3f3097308d2f3830165192235db185fdd
e8d19708c664927fd75529e2911e8114bf73e2e2d8e52f42bf49c62f17188744
2596354fca15a730c97f70b6f60a40456483017ac59f49606479ea17279b782d
6e0d6f2bff01ad626236102e77f8594e179005707fb72f339b6737abab0ae8af
850c380f81e5c40c539bc3bf52c57162f3bc91cc5c97c21cbe67552ba45c231a
c2bf836de2a3ae4b1e1b4517d20a546d0cb4bc7207d4ada0783db1ca5dd327c8
c268a3b16ff1eef8a7e4bed382b21d3b4c0f9c9d357558747beecbd470c12bcc
75d63859bcf94a2621700b3b51220dba6edfc8044512e40bce1e32144142329c
76695c045b268a5b7771f2287f2a6e84c4622058c891ed34cb618475056c6460
3f2d7d4720ba83e1d1050c3408d8b3ef086e6a7b6f074df5aca73b2a2bde0844
44b39be566769223373913cab3c8d3ac8cbf168719a8f052d2d6091789386fee
5e1b306d7ec4be2558caa091e2fcc32c355702e971a3f3ac1da421317f3160e2
d7a27b71ed2342065bbf104070c3942494a5257607798a0afb6c3c6cbd9eaf1f
2ff070d233637454762767b839294a6d612282f3e3f496d939ba0b6bbd2dae5e
beeef101f232d6e97c2c4dff3f40000000000000000000000000017263843` }
}

[RFC7468]
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
      }
      BIT_STRING { `00` `48683d91978e31eb3dddb8b0473482d2b88a5f6
25949fd8f58a561e696bd4c27d05b38dbb2edf01e664efd81be1ea893688ce68
aa2d51c5958f8bbc6eb4e89ee67d2c0320954d57212cac7229ff1d6eaf03928b
d51511f8d88d847736c7de2730d5978e5410713160978867711bf5539a0bfc4c
350c2be572baf0ee2e2fb16ccfea08028d99ac49aebb75937ddce111cdab62ff
f3cea8ba2233d1e56fbc5c5a1e726de63fadd2af016b119177fa3d971a2d9277
173fce55b67745af0b7c21d597dbeb93e6a32f341c49a5a8be9e825088d1f2aa
45155d6c8ae15367e4eb003b8fdf7851071949739f9fff09023eaf45104d2a84
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
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          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `1b0563e3cd3346149c8c9ebcf23b0a4e5a90
0eea` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `11816868a90c66934bdbb1d19c53a6a5dc30535ff6dRFC 9881 ML-DSA in Certificates October 2025
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The following is a self-signed certificate for the ML-DSA-87 public key in the previous section.
The textual encoding  is followed by the so-called "pretty print"; the certificates are the
same.
` }
}

[RFC7468]
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-----END CERTIFICATE-----
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SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
      }
      BIT_STRING { `00` `9792bcec2f2430686a82fccf3c2f5ff665e771d
7ab41b90258cfa7e90ec97124a73b323b9ba21ab64d767c433f5a521effe18f8
6e46a188952c4467e048b729e7fc4d115e7e48da1896d5fe119b10dcddef62cb
307954074b42336e52836de61da941f8d37ea68ac8106fabe19070679af60085
37120f70793b8ea9cc0e6e7b7b4c9a5c7421c60f24451ba1e933db1a2ee16c79
559f21b3d1b8305850aa42afbb13f1f4d5b9f4835f9d87dfceb162d0ef4a7fdc
4cba1743cd1c87bb4967da16cc8764b6569df8ee5bdcbffe9a4e05748e6fdf22
5af9e4eeb7773b62e8f85f9b56b548945551844fbd89806a4ac369bed2d25610
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` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `89886750b57c24db3fc012e61ede59753337
374f` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `08783d565efc7b97440f8bd9818b466be538dbccedb
136447d27a778dc9f7c7cf32d14755b30f1308498d98b3ace3e679d7f13588f1
5f83d863d4ebb97bb81c3c9ab58bedb91f3b3d200756d9315ecf53eb00d181e0
490ec070e65b310c0a3a5be17a76fda4c66c7686ce22934245f77c127b281783
4b9481217c480c3a07b844fd9bcf52d78db7aef831cdb3a8ec8e01858ce9d5a3
0c932d2a67dd2e4daf035a61d01b9b44723d3071b38a5a948fb4a4037d6374c5
f66bf0117b96ff7db5a216d8c88e4fc0184aa726a64b476dc306a0e8960d2f4b
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` }
}

C.4. Example Inconsistent Seed and Expanded Private Keys

WARNING: These private keys are purposely bad; do not use them in production
systems.

The following examples demonstrate inconsistent seed and expanded private keys.

Three ML-DSA-44-PrivateKey examples of inconsistent seed and expanded private keys follow:

The first ML-DSA-PrivateKey example includes the both CHOICE , i.e., both seed and 
expandedKey are included. The seed and expandedKey values can be checked for
inconsistencies.
The second ML-DSA-PrivateKey example includes only expandedKey. The public key fails to
match the tr hash value in the private key.
The third ML-DSA-PrivateKey example also includes only expandedKey. The private s_1 and 
s_2 vectors imply a t vector whose private low bits do not match the t_0 vector portion of
the private key (its high bits t_1 are the primary content of the public key).

The second and third examples would not be detected by implementations that do not
regenerate the public key from the private key or, when they do, they neglect to check
consistency of tr and t_0.

The following is the first example:

1. 

2. 

3. 
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The following is the second example:

ns+zr0zC2uo3z3LqK57arYABNRm8CV2VxaOqH61GvYyUrA==
-----END PRIVATE KEY-----
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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The following is the third example:
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-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
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Appendix D. Pre-Hashing (Externalμ-ML-DSA)
Some applications require pre-hashing that ease operational requirements around large or
inconsistently-sized payloads. When signing with pre-hashing, the signature-generation process
can be separated into a pre-hash step requiring only the message and other public information,
and a core signature step that uses the public key.

In the context of ML-DSA, pre-hashing can be performed with the HashML-DSA algorithm
defined in Section 5.4 of . ML-DSA itself supports an External μ pre-hashing mode,
which externalizes the message pre-hashing originally performed inside the signing operation.
This mode is also laid out in . This document specifies only the use of
ML-DSA's External μ mode, and not HashML-DSA, in PKIX for reasons laid out in Section 8.3.

Implementations of ML-DSA using the External μ pre-hashing mode requires the following
algorithms, which are modified versions of the algorithms presented in . The
nomenclature used here has been modified from the NIST FAQ  for
clarity.

Pre-hash operation:

Sign operations:

[FIPS204]

[FIPS204-ExternalMuFAQ]

[FIPS204]
[FIPS204-ExternalMuFAQ]

Figure 1: Computeμ Pre-Hash Operation

Computeμ(pk, M, ctx):

  # Referred to as 'ExternalMu-ML-DSA.Prehash(pk, M, ctx)'
  # in the FIPS 204 FAQ.
  # M is the message, a bit-string
  # μ and ctx are byte-strings.
  # ctx is the context string, which defaults to the empty string.

  μ = H(BytesToBits(H(pk, 64) || IntegerToBytes(0, 1) ||
                IntegerToBytes(|ctx|, 1) || ctx) || M, 64)
  # The functions `BytesToBits` and `IntegerToBytes` are defined
  # in FIPS 204.
  return μ
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There is no need to specify an External μ Verify() routine because this is identical to the
original ML-DSA.Verify(). This makes External μ mode simply an internal optimization of the
signer, and allows an ML-DSA key to sometimes be used with the "one-shot" Sign() API and to
sometimes be used with the External μ API without any interoperability concerns.

The External μ mode requires the Computeμ routine to have access to the hash of the signer's
public key, which may not be available in some architectures, or require fetching it. That may
allow for mismatches between tr and sk. At worst, this will produce a signature that will fail to
verify under the intended public key since a compliant Verify() routine will independently
compute tr from the public key. This is not believed to be a security concern since μ is never
used as-is within ML-DSA.Sign_internal() (Algorithm 7 in ). Rather, it is hashed with
values unknown to an attacker on lines 7 and 15. Thus, a signing oracle exposing Signμ() does
not leak any bits of the secret key. The External μ mode also requires SHAKE256 to be available
to the Computeμ routine.

Figure 2: The Operations for Signing μ

Signμ(sk, μ):

  # Referred to as 'ExternalMu-ML-DSA.Sign(sk, mu)'
  # in the FIPS 204 FAQ.

  if |μ| != 64 then
    return error  # return an error indication if the input μ is not
                  # 64 bytes.
  end if

  rnd = rand(32)  # for the optional deterministic variant,
                  # set rnd to all zeroes
  if rnd = NULL then
    return error  # return an error indication if random bit
                  # generation failed
  end if

  sigma = Signμ_internal(sk, μ, rnd, isExternalμ=true)
  return sigma

ML-DSA.Signμ_internal(sk, M', rnd, isExternalμ=false):
    # μ is passed to the function via the argument M'.
    # Defaulting Externalμ to false means that
    # this modified version of Sign_internal can be used
    # in place of the original without interfering with
    # functioning of pure ML-DSA mode.

    # ... identical to FIPS 204 Algorithm 7, but with Line 6
    # replaced with
  6: if (isExternalμ):
       μ = M'
     else:
       μ = H(BytesToBits(tr) || M', 64)

[FIPS204]
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       Introduction
       The Module-Lattice-Based Digital Signature Algorithm (ML-DSA) is a
quantum-resistant digital signature scheme standardized by the US
National Institute of Standards and Technology (NIST) PQC project
  in  . This document
specifies the use of the ML-DSA in Public Key Infrastructure X.509 (PKIX)
certificates and Certificate Revocation Lists (CRLs) at three security
levels: ML-DSA-44, ML-DSA-65, and ML-DSA-87.
         defines two variants of ML-DSA: pure and pre-hash.
Only the former is specified in this document.
See   for the rationale.
The pure variant of ML-DSA supports the typical pre-hash flow. Refer to
  for more details.
       Prior to standardization, ML-DSA was known as Dilithium.  ML-DSA and
Dilithium are not compatible.
       
         Requirements Language
         
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
        
      
    
     
       Identifiers
       The  AlgorithmIdentifier type is defined in   as follows:
       
AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
        SEQUENCE {
            algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
            parameters  ALGORITHM-TYPE.
                   &Params({AlgorithmSet}{@algorithm}) OPTIONAL
        }
       
         NOTE: The above syntax is from   and is compatible with
the 2021 ASN.1 syntax  . See   for the 1988 ASN.1
syntax.
      
       The fields in AlgorithmIdentifier have the following meanings:
       
         
            algorithm identifies the cryptographic algorithm with an object
identifier (OID).
        
         
            parameters, which are optional, are the associated parameters for the
algorithm identifier in the algorithm field.
        
      
       The NIST-registered OIDs   are:
       
   id-ml-dsa-44 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-44(17) }

   id-ml-dsa-65 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-65(18) }

   id-ml-dsa-87 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
            country(16) us(840) organization(1) gov(101) csor(3)
            nistAlgorithm(4) sigAlgs(3) id-ml-dsa-87(19) }
       The contents of the  parameters component for each  algorithm  MUST be
absent.
    
     
       ML-DSA Signatures in PKIX
       ML-DSA is a digital signature scheme built upon the
Fiat-Shamir-with-aborts framework  . The security is based
upon the hardness of lattice problems over module lattices  .
ML-DSA provides three parameter sets for the NIST PQC security categories
2, 3, and 5.
       Signatures are used in a number of different ASN.1 structures. As shown
in the ASN.1 equivalent to that in   below, in an X.509
certificate, a signature is encoded with an algorithm identifier in the
 signatureAlgorithm attribute and a  signatureValue attribute that contains
the actual signature.
       
  Certificate  ::=  SIGNED{ TBSCertificate }

  SIGNED{ToBeSigned} ::= SEQUENCE {
     toBeSigned           ToBeSigned,
     algorithmIdentifier  SEQUENCE {
         algorithm        SIGNATURE-ALGORITHM.
                            &id({SignatureAlgorithms}),
         parameters       SIGNATURE-ALGORITHM.
                            &Params({SignatureAlgorithms}
                              {@algorithmIdentifier.algorithm})
                                OPTIONAL
     },
     signature BIT STRING (CONTAINING SIGNATURE-ALGORITHM.&Value(
                              {SignatureAlgorithms}
                              {@algorithmIdentifier.algorithm}))
  }
       Signatures are also used in the CRL list ASN.1; the representation below is equivalent to that in  . In an X.509 CRL, a signature is encoded with an
algorithm identifier in the  signatureAlgorithm attribute and a
 signatureValue attribute that contains the actual signature.
       
   CertificateList  ::=  SIGNED{ TBSCertList }
       The following  SIGNATURE-ALGORITHM ASN.1 classes are for ML-DSA-44,
ML-DSA-65, and ML-DSA-87:
       
  sa-ml-dsa-44 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-44
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-44 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }
    }

  sa-ml-dsa-65 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-65
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-65 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
    }

  sa-ml-dsa-87 SIGNATURE-ALGORITHM ::= {
    IDENTIFIER id-ml-dsa-87
    PARAMS ARE absent
    PUBLIC-KEYS { pk-ml-dsa-87 }
    SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }
    }
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  .
      
       The identifiers defined in   can be used as the
 AlgorithmIdentifier in the  signatureAlgorithm field in the sequence
 Certificate/ CertificateList and in the  signature field in the sequence
 TBSCertificate/ TBSCertList in certificates and CRLs, respectively,
 . The  parameters of these signature algorithms  MUST be
absent, as explained in  . That is, the  AlgorithmIdentifier
         SHALL be a  SEQUENCE of one component, the OID id-ml-dsa-*, where *
is 44, 65, or 87 -- see  .
       The  signatureValue field contains the corresponding ML-DSA signature computed upon the ASN.1 DER-encoded  TBSCertificate/ TBSCertList  .  The optional context string (ctx) parameter
as defined in Section 5.2 of   is left to its default value:
the empty string.
       Conforming Certification Authority (CA) implementations  MUST specify
the algorithms explicitly by using the OIDs specified in   when
encoding ML-DSA signatures in certificates and CRLs. Conforming client
implementations that process certificates and CRLs using ML-DSA  MUST
recognize the corresponding OIDs. Encoding rules for ML-DSA signature
values are specified in  .
    
     
       ML-DSA Public Keys in PKIX
       In the X.509 certificate, the  subjectPublicKeyInfo field has the
 SubjectPublicKeyInfo type, which has the following ASN.1 syntax:
       
  SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
      algorithm        AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
      subjectPublicKey BIT STRING
  }
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  . See   for the 1988 ASN.1 syntax.
      
       The fields in  SubjectPublicKeyInfo have the following meaning:
       
         
            algorithm is the algorithm identifier and parameters for the
public key (see above).
        
         
            subjectPublicKey contains the public key.
        
      
       Algorithm 22 in Section 7.2 of   defines the raw byte string
encoding of an ML-DSA public key. When used in a  SubjectPublicKeyInfo type,
the  subjectPublicKey BIT STRING contains this raw byte string encoding of the
public key. When an ML-DSA public key appears outside of a  SubjectPublicKeyInfo type in an
environment that uses ASN.1 encoding, it could be encoded as an  OCTET STRING by
using the  ML-DSA-44-PublicKey,  ML-DSA-65-PublicKey, and  ML-DSA-87-PublicKey types
corresponding to the correct key size defined below.
       The  PUBLIC-KEY ASN.1 types for ML-DSA are defined here:
       
  pk-ml-dsa-44 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-44
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-44-PrivateKey }  -- defined in Section 6

  pk-ml-dsa-65 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-65
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-65-PrivateKey }  -- defined in Section 6

  pk-ml-dsa-87 PUBLIC-KEY ::= {
    IDENTIFIER id-ml-dsa-87
    -- KEY no ASN.1 wrapping --
    CERT-KEY-USAGE
      { digitalSignature, nonRepudiation, keyCertSign, cRLSign }
    PRIVATE-KEY ML-DSA-87-PrivateKey }  -- defined in Section 6

  ML-DSA-44-PublicKey ::= OCTET STRING (SIZE (1312))

  ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

  ML-DSA-87-PublicKey ::= OCTET STRING (SIZE (2592))
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  . 
      
         specifies the Asymmetric Key Package's  OneAsymmetricKey type for
encoding asymmetric keypairs. When an ML-DSA private key or keypair is encoded as
a  OneAsymmetricKey, it follows the description in  .
       When the ML-DSA private key appears outside of an Asymmetric Key Package in an
environment that uses ASN.1 encoding, it can be encoded using one of the
 ML-DSA-PrivateKey CHOICE formats defined in  . The  seed format
is  RECOMMENDED as it efficiently stores both the private and public key.
         contains example ML-DSA public keys encoded using the
textual encoding defined in  .
    
     
       Key Usage Bits
       The intended application for the key is indicated in the  keyUsage
certificate extension; see  . If the
 keyUsage extension is present in a certificate that includes  id-ml-dsa-*
(where * is 44, 65, or 87 -- see  ) in the  SubjectPublicKeyInfo,
then the subject public key can only be used
for verifying digital signatures on certificates or CRLs, or those used in an
entity authentication service, a data origin authentication service, an
integrity service, and/or a non-repudiation service that protects against
the signing entity falsely denying some action. This means that the
 keyUsage extension  MUST have at least one of the following bits set:
       
         digitalSignature
         nonRepudiation
         keyCertSign
         cRLSign
      
       ML-DSA subject public keys cannot be used to establish keys or encrypt data, so the
 keyUsage extension  MUST NOT have any of the following bits set:
       
         keyEncipherment
         dataEncipherment
         keyAgreement
         encipherOnly
         decipherOnly
      
       Requirements about the  keyUsage extension bits defined in  
still apply.
    
     
       Private Key Format
         specifies two formats for an ML-DSA private key: a 32-octet
seed (ξ) (GREEK SMALL LETTER XI, U+03BE) and an (expanded) private key. The expanded private key (and public key)
is computed from the seed using  ML-DSA.KeyGen_internal(ξ) (algorithm 6).
       "Asymmetric Key Packages"   specifies how to encode a private
key in a structure that both identifies what algorithm the private key
is for and allows for the public key and additional attributes about the
key to be included as well. For illustration, the ASN.1 structure
 OneAsymmetricKey is replicated below.
       
  OneAsymmetricKey ::= SEQUENCE {
    version                  Version,
    privateKeyAlgorithm      SEQUENCE {
    algorithm                PUBLIC-KEY.&id({PublicKeySet}),
    parameters               PUBLIC-KEY.&Params({PublicKeySet}
                               {@privateKeyAlgorithm.algorithm})
                                  OPTIONAL}
    privateKey               OCTET STRING (CONTAINING
                               PUBLIC-KEY.&PrivateKey({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})),
    attributes           [0] Attributes OPTIONAL,
    ...,
    [[2: publicKey       [1] BIT STRING (CONTAINING
                               PUBLIC-KEY.&Params({PublicKeySet}
                                 {@privateKeyAlgorithm.algorithm})
                                 OPTIONAL ]],
    ...
  }
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  .
      
       For ML-DSA private keys, the  privateKey field in  OneAsymmetricKey contains one of
the following DER-encoded  CHOICE structures. The  seed format is a
fixed 32-byte  OCTET STRING (34 bytes total with the  0x8020 tag and
length) for all security levels, while the  expandedKey and  both formats
vary in size by security level:
       
ML-DSA-44-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (2560)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (2560))
      }
  }

ML-DSA-65-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4032)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4032))
      }
  }

ML-DSA-87-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4896)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4896))
      }
  }
       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  . 
      
       The  CHOICE allows three representations of the private key:
        
           The  seed format (tag  [0]) contains just the 32-byte seed value ( ξ)
from which both the expanded private key and public key can be derived
using  ML-DSA.KeyGen_internal(ξ).
        
         
           The  expandedKey format contains the expanded private key that was
derived from the seed.
        
         
           The  both format contains both the seed and expanded private key, allowing for
interoperability; some may want to use and retain the seed and
others may only support expanded private keys.
        
      
       When encoding an ML-DSA private key in a  OneAsymmetricKey object, any of
these three formats may be used, though the seed format is  RECOMMENDED
for storage efficiency.
       The  privateKeyAlgorithm field uses the  AlgorithmIdentifier structure with
the appropriate OID as defined in  . If present, the  publicKey
field will hold the encoded public key as defined in  .
       
         NOTE: While the private key can be stored in multiple formats, the seed-only
format is  RECOMMENDED as it is the most compact representation. Both the
expanded private key and the public key can be deterministically derived
from the seed using  ML-DSA.KeyGen_internal(ξ). Alternatively, the public
key can be generated from the private key. While the  publicKey field
and  expandedKey format are technically redundant when using the seed-only
format, they  MAY be included to enable keypair consistency checks during
import operations.
      
       When parsing the private key, the ASN.1 tag explicitly indicates which
variant of  CHOICE is present. Implementations should use the context-specific tag  IMPLICIT [0]
(raw value  0x80) for  seed,  OCTET STRING ( 0x04) for  expandedKey, and
 SEQUENCE ( 0x30) for  both to parse the private key, rather than any
other heuristic like length of the enclosing  OCTET STRING.
         contains example ML-DSA private keys encoded using the
textual encoding defined in  .
    
     
       IANA Considerations
       For the ASN.1 module in  , IANA has assigned the following object identifier (OID) in the "SMI Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0): 
       
         Registered ASN.1 Module
         
           
             Decimal
             Description
             Reference
          
        
         
           
             119
             id-mod-x509-ml-dsa-2025
             RFC 9881
          
        
      
    
     
       Operational Considerations
       
         Private Key Format
         An  ML-DSA.KeyGen seed (ξ) represents the  RECOMMENDED format for storing
and transmitting ML-DSA private keys. This format is explicitly permitted
by   as an acceptable representation of a keypair. In particular,
generating the seed in one cryptographic module and then importing or
exporting it into another cryptographic module is allowed. The internal
key-generation function  ML-DSA.KeyGen_internal(ξ) can be accessed for
this purpose.
         Note also that unlike other private key compression methods in other algorithms,
expanding a private key from a seed is a one-way function, meaning that once a
full key is expanded from seed and the seed discarded, the seed cannot be
recreated, even if the full expanded private key is available. For this reason,
it is  RECOMMENDED that implementations retain and export the seed,
even when also exporting the expanded private key. ML-DSA seed extraction can be
implemented by including the seed ξ that is randomly generated at line 1 of Algorithm 1
 ML-DSA.KeyGen in the returned output.
         When encoding an ML-DSA private key in a  OneAsymmetricKey object, any
of these three formats may be used, though the seed format is
 RECOMMENDED for storage efficiency.
      
       
         Private Key Consistency Testing
         When receiving a private key that contains both the  seed and the
 expandedKey, the recipient  SHOULD perform a seed consistency check to
ensure that the sender properly generated the private key. Recipients
that do not perform this seed consistency check avoid keygen
and compare operations, but are unable to ensure that the  seed and
 expandedKey match.
         If the check is done and the  seed and the  expandedKey are not consistent,
the recipient  MUST reject the private key as malformed.
         The seed consistency check consists of regenerating the expanded form from
the seed via  ML-DSA.KeyGen_internal, and ensuring it is bytewise equal to
the value presented in the private key.
           includes some examples of inconsistent seeds and expanded private
keys.
      
       
         Rationale for Disallowing HashML-DSA
         The HashML-DSA mode defined in Section 5.4 of    MUST NOT be
used; in other words, public keys identified by
 id-hash-ml-dsa-44-with-sha512,  id-hash-ml-dsa-65-with-sha512, and
 id-hash-ml-dsa-87-with-sha512  MUST NOT be in X.509 certificates used for
CRLs, OCSP, certificate issuance, and related PKIX protocols. This restriction
is primarily to increase interoperability.
         ML-DSA and HashML-DSA are incompatible algorithms that require
different  Verify() routines. This introduces the complexity of
informing the verifier whether to use  ML-DSA.Verify() or
 HashML-DSA.Verify(). Additionally, since
the same OIDs are used to identify the ML-DSA
public keys and ML-DSA signature algorithms, an implementation would
need to commit a given public key to be either of type  ML-DSA or
 HashML-DSA at the time of certificate creation. This is anticipated
to cause operational issues in contexts where the operator does not
know whether the key will need to produce pure or pre-hashed signatures
at key-generation time. The External  μ mode described in  
avoids all of these operational concerns.
         A minor security reason for disallowing HashML-DSA is that the design of the
ML-DSA algorithm provides enhanced resistance against collision attacks,
compared with HashML-DSA or conventional RSA or ECDSA signature algorithms.
Specifically, ML-DSA prepends the SHAKE256 hash of the public key ( tr)
to the message to-be-signed prior to hashing, as described in
line 6 of Algorithm 7 of  . This means that in the unlikely
discovery of a collision attack against the SHA-3 family, an attacker
would have to perform a public-key-specific collision search in order
to find message pairs such that  H(tr || m1) = H(tr || m2), because a
direct hash collision  H(m1) = H(m2) will not suffice.
HashML-DSA removes this enhanced security property.
In spite of its lack of targeted collision protection, the practical
security risk of using HashML-DSA in X.509 signatures would be
immaterial. This is because a hash of the issuing CA's public key
is already included in the Authority Key Identifier (AKI) extension, which
is signed as part of the  TBSCertificate structure.
Even when it is a SHA-1 hash, general second pre-images against
the AKI hash of existing issuing CAs would be impractical.
      
    
     
       Security Considerations
       The Security Considerations section of   applies to this
specification as well.
       The ML-DSA signature scheme is strongly unforgeable under chosen message
attacks (SUF-CMA). For the purpose of estimating security strength, it has
been assumed that the attacker has access to signatures for no more
than 2^{64} chosen messages.
       ML-DSA depends on high quality random numbers that are suitable for
use in cryptography.  The use of inadequate pseudo-random number
generators (PRNGs) to generate such values can significantly undermine
various security properties. For instance, using an inadequate PRNG
for key generation might allow an attacker to efficiently recover
the private key by trying a small set of possibilities, rather than
brute-force searching the whole keyspace.  The generation of random
numbers of a sufficient level of quality for use in cryptography
is difficult; see Section 3.6.1 of   for some additional
information.
       In the design of ML-DSA, care has been taken to make side-channel
resilience easier to achieve. For instance, ML-DSA does not depend
on Gaussian sampling. Implementations must still take great care
not to leak information via various side channels. While deliberate
design decisions such as these can help to deliver a 
secure implementation with greater ease -- particularly against side-channel
attacks -- it does not necessarily provide resistance to more
powerful attacks such as differential power analysis. Some amount
of side-channel leakage has been demonstrated in parts of the
signing algorithm (specifically the bit-unpacking function), from
which a demonstration of key recovery has been made over a large
sample of signatures. Masking countermeasures exist for
ML-DSA, but comes with performance overhead.
       ML-DSA offers both deterministic and randomized signing. Signatures
generated with either mode are compatible and a verifier cannot tell
them apart. In the deterministic case, a signature only depends
on the private key and the message to be signed. This makes
the implementation easier to test and does not require
a randomness source during signing. In the randomized case,
signing mixes in a 256-bit random string from an approved random bit
generator (RBG). When randomized, ML-DSA is easier to harden
against fault and hardware side-channel attacks.
       A security property that is also associated with digital
signatures is non-repudiation. Non-repudiation refers to the
assurance that the owner of a signature keypair that was
capable of generating an existing signature corresponding to
certain data cannot convincingly deny having signed the data,
unless its private key was compromised.
The digital signature scheme ML-DSA possesses three security
properties beyond unforgeability, that are associated with
non-repudiation. These are exclusive ownership, message-bound
signatures, and non-resignability. These properties are based
tightly on the assumed collision resistance of the hash
function used (in this case SHAKE-256). A full discussion
of these properties in ML-DSA can be found at  .
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       ASN.1 Module
       This appendix includes the ASN.1 module   for the ML-DSA.  Note that
as per  , certificates use the Distinguished Encoding Rules; see
 . This module imports objects from  .
       
X509-ML-DSA-2025
{ iso(1) identified-organization(3) dod(6)
  internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
  id-mod-x509-ml-dsa-2025(119) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS

 PUBLIC-KEY, SIGNATURE-ALGORITHM
   FROM AlgorithmInformation-2009  -- [RFC 5912]
     { iso(1) identified-organization(3) dod(6) internet(1)
       security(5) mechanisms(5) pkix(7) id-mod(0)
       id-mod-algorithmInformation-02(58) } ;

--
-- ML-DSA Identifiers
--

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
  country(16) us(840) organization(1) gov(101) csor(3)
  nistAlgorithms(4) }

sigAlgs OBJECT IDENTIFIER ::= { nistAlgorithms 3 }

id-ml-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }

id-ml-dsa-65 OBJECT IDENTIFIER ::= { sigAlgs 18 }

id-ml-dsa-87 OBJECT IDENTIFIER ::= { sigAlgs 19 }

--
-- Public Key Algorithms
--

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeys from [RFC 5912]
  pk-ml-dsa-44 |
  pk-ml-dsa-65 |
  pk-ml-dsa-87,
  ...
}

--
-- ML-DSA Public Keys
--

pk-ml-dsa-44 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-44
  -- KEY no ASN.1 wrapping; 1312 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                   keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-44-PrivateKey
  }

ML-DSA-44-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (2560)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (2560))
      }
  }

pk-ml-dsa-65 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-65
  -- KEY no ASN.1 wrapping; 1952 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                   keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-65-PrivateKey
  }

ML-DSA-65-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4032)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4032))
      }
  }

pk-ml-dsa-87 PUBLIC-KEY ::= {
  IDENTIFIER id-ml-dsa-87
  -- KEY no ASN.1 wrapping; 2592 octets --
  PARAMS ARE absent
  CERT-KEY-USAGE { digitalSignature, nonRepudiation,
                    keyCertSign, cRLSign }
  PRIVATE-KEY ML-DSA-87-PrivateKey
  }

ML-DSA-87-PrivateKey ::= CHOICE {
  seed [0] OCTET STRING (SIZE (32)),
  expandedKey OCTET STRING (SIZE (4896)),
  both SEQUENCE {
      seed OCTET STRING (SIZE (32)),
      expandedKey OCTET STRING (SIZE (4896))
      }
  }

ML-DSA-44-PublicKey ::= OCTET STRING (SIZE (1312))

ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

ML-DSA-87-PublicKey ::= OCTET STRING (SIZE (2602))

--
-- Signature Algorithms
--

SignatureAlgorithms SIGNATURE-ALGORITHM ::= {
  -- This expands SignatureAlgorithms from [RFC 5912]
  sa-ml-dsa-44 |
  sa-ml-dsa-65 |
  sa-ml-dsa-87,
  ... }

--
-- ML-DSA Signature Algorithm Identifiers
--

sa-ml-dsa-44 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-44
  PARAMS ARE absent
  PUBLIC-KEYS { pk-ml-dsa-44 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }
  }

sa-ml-dsa-65 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-65
  PARAMS ARE absent
  PUBLIC-KEYS { pk-ml-dsa-65 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
  }

sa-ml-dsa-87 SIGNATURE-ALGORITHM ::= {
  IDENTIFIER id-ml-dsa-87
  PARAMS ARE absent
  PUBLIC-KEYS { pk-ml-dsa-87 }
  SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }
  }
END
    
     
       Security Strengths
       Instead of defining the strength of a quantum algorithm
using the common but imprecise notion of bits
of security, NIST has instead elected to define security
levels by picking a reference scheme, which NIST expects
to offer notable levels of resistance to both quantum and
classical attacks. To wit, an algorithm that achieves NIST PQC
security level 1 must require computational resources to
break the relevant security property, which are greater than
those required for a brute-force key search on AES-128.
Levels 3 and 5 use AES-192 and AES-256 as references, respectively.
Levels 2 and 4 use collision search for SHA-256 and SHA-384
as references.
       The parameter sets defined for NIST security levels 2, 3, and 5
are listed in  , along with the resulting signature
size, public key, and private key sizes in bytes.
Note that these are the sizes of the raw keys, not including
ASN.1 encoding overhead from  OneAsymmetricKey and  SubjectPublicKeyInfo
wrappers. Private key sizes are shown for both the seed format
and expanded format.
       
         ML-DSA Parameters
         
           
             Level
             (k,l)
             eta
             Sig. (B)
             Public Key(B)
             Private Seed(B)
             Private Expand(B)
          
        
         
           
             2
             (4,4)
             2
             2420
             1312
             32
             2560
          
           
             3
             (6,5)
             4
             3309
             1952
             32
             4032
          
           
             5
             (8,7)
             2
             4627
             2592
             32
             4896
          
        
      
    
     
       Examples
       This appendix contains examples of ML-DSA private keys, public keys,
certificates, and inconsistent seed and expanded private keys.
       
         Example Private Keys
         The following examples show ML-DSA private keys in different formats,
all derived from the same seed  000102...1e1f. For each security level,
we show the seed-only format (using a context-specific  [0] primitive
tag with an implicit encoding of  OCTET STRING), the  expanded format,
and  both formats together.
         
           NOTE: All examples use the same seed value, showing how the same seed
produces different expanded private keys for each security level.
        
         
           ML-DSA-44 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMRBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    OCTET_STRING { `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d178` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d1` }
    }
  }
}
          
        
         
           ML-DSA-65 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMSBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    OCTET_STRING { `48683d91978e31eb3dddb8b0473482d2b88a5f625949` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `48683d91978e31eb3dddb8b0473482d2b88a5f6259` }
    }
  }
}
          
        
         
           ML-DSA-87 Private Key Examples
           Each of the examples includes the textual encoding   followed by
the so-called "pretty print"; the private keys are the same.
           
             Seed Format
             
-----BEGIN PRIVATE KEY-----
MDQCAQAwCwYJYIZIAWUDBAMTBCKAIAABAgMEBQYHCAkKCwwNDg8QERITFBUWFxgZ
GhscHR4f
-----END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    [0 PRIMITIVE] { `000102030405060708090a0b0c0d0e0f10111213141
5161718191a1b1c1d1e1f` }
  }
}
          
           
             Expanded Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    OCTET_STRING { `9792bcec2f2430686a82fccf3c2f5ff665e771d7ab41` }
  }
}
          
           
             Both Format
             
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
             
SEQUENCE {
  INTEGER { 0 }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  OCTET_STRING {
    SEQUENCE {
      OCTET_STRING { `000102030405060708090a0b0c0d0e0f1011121314
15161718191a1b1c1d1e1f` }
      OCTET_STRING { `9792bcec2f2430686a82fccf3c2f5ff665e771d7ab` }
    }
  }
}
          
        
      
       
         Example Public Keys
         The following is the ML-DSA-44 public key corresponding to the private
key in the previous section. The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `d7b2b47254aae0db45e7930d4a98d2c97d8f1397d17` }
}
         The following is the ML-DSA-65 public key corresponding to the private
key in the previous section.  The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `48683d91978e31eb3dddb8b0473482d2b88a5f62594` }
}
         The following is the ML-DSA-87 public key corresponding to the private
key in the previous section.  The textual encoding   is
followed by the so-called "pretty print"; the public keys are the same.
         
-----BEGIN PUBLIC KEY----------END PUBLIC KEY-----
         
SEQUENCE {
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `9792bcec2f2430686a82fccf3c2f5ff665e771d7ab4` }
}
      
       
         Example Certificates
         
           NOTE: The example certificates in this section have key usage bits set to
 digitalSignature,  keyCertSign, and  cRLSign to lessen the number of
examples, i.e., brevity. Certificate Policies (CPs)  
for production CAs should consider whether this combination is
appropriate.
        
         The following is a self-signed certificate for the ML-DSA-44 public key in the
previous section. The textual encoding   is followed by the
so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
      }
      BIT_STRING { `00` `d7b2b47254aae0db45e7930d4a98d2c97d8f139` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `329a07b1fabb48f52a309f11a1898f848e23
22ff` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
  }
  BIT_STRING { `00` `67a8951fc308e12f6867611fdc254bf4bcb514f7f5f` }
}
         The following is a self-signed certificate for the ML-DSA-65 public key in the
previous section. The textual encoding   is followed by the
so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
      }
      BIT_STRING { `00` `48683d91978e31eb3dddb8b0473482d2b88a5f6` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `1b0563e3cd3346149c8c9ebcf23b0a4e5a90
0eea` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
  }
  BIT_STRING { `00` `11816868a90c66934bdbb1d19c53a6a5dc30535ff6d` }
}
         The following is a self-signed certificate for the ML-DSA-87 public key in the
previous section. The textual encoding   is followed by the
so-called "pretty print"; the certificates are the same.
         
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
         
SEQUENCE {
  SEQUENCE {
    [0] {
      INTEGER { 2 }
    }
    INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e` }
    SEQUENCE {
      OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      UTCTime { "200203043210Z" }
      UTCTime { "400129043210Z" }
    }
    SEQUENCE {
      SET {
        SEQUENCE {
          # organizationName
          OBJECT_IDENTIFIER { 2.5.4.10 }
          PrintableString { "IETF" }
        }
      }
      SET {
        SEQUENCE {
          # commonName
          OBJECT_IDENTIFIER { 2.5.4.3 }
          PrintableString { "LAMPS WG" }
        }
      }
    }
    SEQUENCE {
      SEQUENCE {
        OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
      }
      BIT_STRING { `00` `9792bcec2f2430686a82fccf3c2f5ff665e771d` }
    }
    [3] {
      SEQUENCE {
        SEQUENCE {
          # keyUsage
          OBJECT_IDENTIFIER { 2.5.29.15 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            BIT_STRING { b`1000011` }
          }
        }
        SEQUENCE {
          # basicConstraints
          OBJECT_IDENTIFIER { 2.5.29.19 }
          BOOLEAN { TRUE }
          OCTET_STRING {
            SEQUENCE {
              BOOLEAN { TRUE }
            }
          }
        }
        SEQUENCE {
          # subjectKeyIdentifier
          OBJECT_IDENTIFIER { 2.5.29.14 }
          OCTET_STRING {
            OCTET_STRING { `89886750b57c24db3fc012e61ede59753337
374f` }
          }
        }
      }
    }
  }
  SEQUENCE {
    OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
  }
  BIT_STRING { `00` `08783d565efc7b97440f8bd9818b466be538dbccedb` }
}
      
       
         Example Inconsistent Seed and Expanded Private Keys
         
           WARNING: These private keys are purposely bad; do not use them in
  production systems.
        
         The following examples demonstrate inconsistent seed and expanded private keys.
         Three  ML-DSA-44-PrivateKey examples of inconsistent seed and
expanded private keys follow:
         
	   
             The first  ML-DSA-PrivateKey example includes the  both CHOICE , i.e., both  seed and  expandedKey are included. The  seed and  expandedKey values can be checked for inconsistencies.
          
           
             The second  ML-DSA-PrivateKey example includes only  expandedKey.  The public key fails to match the  tr hash value in the private key.
          
           
             The third  ML-DSA-PrivateKey example also includes only  expandedKey. The private  s_1 and  s_2 vectors imply a  t vector whose private low bits do not match the  t_0 vector portion of the private key (its high bits  t_1 are the primary content of the public key).
          
        
         The second and third examples would not be detected by implementations
that do not regenerate the public key from the private key or, when they do, they neglect to check consistency of  tr and  t_0.
         The following is the first example:
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
         The following is the second example:
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
         The following is the third example:
         
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
      
    
     
       Pre-Hashing (Externalμ-ML-DSA)
       Some applications require pre-hashing that ease operational
requirements around large or inconsistently-sized payloads.
When signing with pre-hashing, the signature-generation
process can be separated into a pre-hash step requiring only the message
and other public information, and a core signature
step that uses the public key.
       In the context of ML-DSA, pre-hashing can be performed with
the HashML-DSA algorithm defined in Section 5.4 of  .
ML-DSA itself supports an External μ pre-hashing mode, which
externalizes the message pre-hashing originally performed inside
the signing operation. This mode is also laid out in
 . This document specifies
only the use of ML-DSA's External μ mode, and not HashML-DSA,
in PKIX for reasons laid out in  .
       Implementations of ML-DSA using the External μ pre-hashing mode requires the following
algorithms, which are modified versions of the algorithms presented in  .
The nomenclature used here has been modified from the NIST FAQ  
for clarity.
       Pre-hash operation:
       
         Computeμ Pre-Hash Operation
         
Computeμ(pk, M, ctx):

  # Referred to as 'ExternalMu-ML-DSA.Prehash(pk, M, ctx)'
  # in the FIPS 204 FAQ.
  # M is the message, a bit-string
  # μ and ctx are byte-strings.
  # ctx is the context string, which defaults to the empty string.

  μ = H(BytesToBits(H(pk, 64) || IntegerToBytes(0, 1) ||
                IntegerToBytes(|ctx|, 1) || ctx) || M, 64)
  # The functions `BytesToBits` and `IntegerToBytes` are defined
  # in FIPS 204.
  return μ
      
       Sign operations:
       
         The Operations for Signing μ
         Signμ(sk, μ):

  # Referred to as 'ExternalMu-ML-DSA.Sign(sk, mu)'
  # in the FIPS 204 FAQ.

  if |μ| != 64 then
    return error  # return an error indication if the input μ is not
                  # 64 bytes.
  end if

  rnd = rand(32)  # for the optional deterministic variant,
                  # set rnd to all zeroes
  if rnd = NULL then
    return error  # return an error indication if random bit
                  # generation failed
  end if

  sigma = Signμ_internal(sk, μ, rnd, isExternalμ=true)
  return sigma

ML-DSA.Signμ_internal(sk, M', rnd, isExternalμ=false):
    # μ is passed to the function via the argument M'.
    # Defaulting Externalμ to false means that
    # this modified version of Sign_internal can be used
    # in place of the original without interfering with
    # functioning of pure ML-DSA mode.

    # ... identical to FIPS 204 Algorithm 7, but with Line 6
    # replaced with
  6: if (isExternalμ):
       μ = M'
     else:
       μ = H(BytesToBits(tr) || M', 64)
      
       There is no need to specify an External μ  Verify() routine because
this is identical to the original  ML-DSA.Verify(). This makes External
μ mode simply an internal optimization of the signer, and
allows an ML-DSA key to sometimes be used with the "one-shot"  Sign()
API and to sometimes be used with the External μ API without any interoperability concerns.
       The External μ mode requires the  Computeμ routine to have access to the
hash of the signer's public key, which may not be available in some architectures,
or require fetching it. That may allow for mismatches between  tr and  sk.
At worst, this will produce a signature that will fail to verify under the
intended public key since a compliant  Verify() routine will
independently compute  tr from the public key. This
is not believed to be a security concern since  μ is never used as-is
within  ML-DSA.Sign_internal() (Algorithm 7 in  ). Rather,
it is hashed with values unknown to an attacker on lines 7 and 15.
Thus, a signing oracle exposing  Signμ() does not leak any bits of the secret
key. The External μ mode also requires SHAKE256 to be available to the
 Computeμ routine.
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