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Abstract
The Module-Lattice-Based Digital Signature Algorithm (ML-DSA), as defined by NIST in FIPS 204,
is a post-quantum digital signature scheme that aims to be secure against an adversary in
possession of a Cryptographically Relevant Quantum Computer (CRQC). This document specifies
the conventions for using the ML-DSA signature algorithm with the Cryptographic Message
Syntax (CMS). In addition, the algorithm identifier syntax is provided.
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1. Introduction
The Module-Lattice-Based Digital Signature Algorithm (ML-DSA) is a post-quantum digital
signature algorithm standardised by the US National Institute of Standards and Technology
(NIST) as part of their post-quantum cryptography standardisation process. It offers smaller
signatures and significantly faster runtimes than SLH-DSA , an alternative post-
quantum signature algorithm also standardised by NIST. This document specifies the use of ML-
DSA in the CMS at three security levels: ML-DSA-44, ML-DSA-65, and ML-DSA-87. See 

 for more information on the security levels and key sizes of ML-DSA.

[FIPS205]

Appendix B
of [RFC9881]
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Prior to standardisation, ML-DSA was known as Dilithium. ML-DSA and Dilithium are not
compatible.

For each of the ML-DSA parameter sets, an algorithm identifier OID has been specified.

 also specifies a pre-hashed variant of ML-DSA, called HashML-DSA. Use of HashML-
DSA in the CMS is not specified in this document. See Section 3.1 for more details.
[FIPS204]

1.1. Conventions and Definitions
The key words " ", " ", " ", " ", " ", " ", "

", " ", " ", " ", and " " in this document are to
be interpreted as described in BCP 14  when, and only when, they appear in
all capitals, as shown here.

MUST MUST NOT REQUIRED SHALL SHALL NOT SHOULD SHOULD
NOT RECOMMENDED NOT RECOMMENDED MAY OPTIONAL

[RFC2119] [RFC8174]

algorithm:

parameters:

2. ML-DSA Algorithm Identifiers
Many ASN.1 data structure types use the AlgorithmIdentifier type to identify cryptographic
algorithms. In the CMS, AlgorithmIdentifiers are used to identify ML-DSA signatures in the
signed-data content type. They may also appear in X.509 certificates used to verify those
signatures. The same AlgorithmIdentifiers are used to identify ML-DSA public keys and
signature algorithms.  describes the use of ML-DSA in X.509 certificates. The
AlgorithmIdentifier type is defined as follows:

NOTE: The above syntax is from  and is compatible with the 2021 ASN.1
syntax . See  for the 1988 ASN.1 syntax.

The fields in the AlgorithmIdentifier type have the following meanings:

The algorithm field contains an OID that identifies the cryptographic algorithm in
use. The OIDs for ML-DSA are described below.

The parameters field contains parameter information for the algorithm identified
by the OID in the algorithm field. Each ML-DSA parameter set is identified by its own
algorithm OID, so there is no relevant information to include in this field. As such, parameters

 be omitted when encoding an ML-DSA AlgorithmIdentifier.

The object identifiers for ML-DSA are defined in the NIST Computer Security Objects Register 
, and are reproduced here for convenience.

[RFC9881]

AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
        SEQUENCE {
            algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
            parameters  ALGORITHM-TYPE.
                   &Params({AlgorithmSet}{@algorithm}) OPTIONAL
        }

[RFC5911]
[X680] [RFC5280]

MUST

[CSOR]
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sigAlgs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
    us(840) organization(1) gov(101) csor(3) nistAlgorithms(4) 3 }

id-ml-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }

id-ml-dsa-65 OBJECT IDENTIFIER ::= { sigAlgs 18 }

id-ml-dsa-87 OBJECT IDENTIFIER ::= { sigAlgs 19 }

3. Signed-Data Conventions

3.1. Pure Mode Versus Pre-Hash Mode
 specifies that digital signatures for CMS are produced using a digest of the message to

be signed and the signer's private key. At the time RFC 5652 was published, all signature
algorithms supported in the CMS required a message digest to be calculated externally to that
algorithm, which would then be supplied to the algorithm implementation when calculating and
verifying signatures. Since then, EdDSA , SLH-DSA  and ML-DSA have also
been standardised, and these algorithms support both a "pure" and a "pre-hash" mode. In the
pre-hash mode, a message digest (the "pre-hash") is calculated separately and supplied to the
signature algorithm as described above. In the pure mode, the message to be signed or verified
is instead supplied directly to the signature algorithm. When EdDSA  and SLH-DSA 

 are used with CMS, only the pure mode of those algorithms is specified. This is
because in most situations, CMS signatures are computed over a set of signed attributes that
contain a hash of the content, rather than being computed over the message content itself. Since
signed attributes are typically small, use of pre-hash modes in the CMS wouldn't significantly
reduce the size of the data to be signed, and hence offers no benefit. This document follows that
convention and does not specify the use of ML-DSA's pre-hash mode ("HashML-DSA") in the CMS.

[RFC5652]

[RFC8032] [FIPS205]

[RFC8419]
[RFC9814]

3.2. Signature Generation and Verification
 describes the two methods that are used to calculate and verify signatures in the CMS.

One method is used when signed attributes are present in the signedAttrs field of the relevant
SignerInfo, and another is used when signed attributes are absent. Each method produces a
different "message digest" to be supplied to the signature algorithm in question, but because the
pure mode of ML-DSA is used, the "message digest" is in fact the entire message. Use of signed
attributes is preferred, but the conventions for signed-data without signed attributes is also
described below for completeness.

When signed attributes are absent, ML-DSA (pure mode) signatures are computed over the
content of the signed-data. As described in , the "content" of a signed-
data is the value of the encapContentInfo eContent OCTET STRING. The tag and length octets are
not included.

[RFC5652]

Section 5.4 of [RFC5652]
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When signed attributes are included, ML-DSA (pure mode) signatures are computed over the
complete DER encoding of the SignedAttrs value contained in the SignerInfo's signedAttrs field.
As described in , this encoding includes the tag and length octets, but an
EXPLICIT SET OF tag is used rather than the IMPLICIT [0] tag that appears in the final message.
At a minimum, the signedAttrs field  include a content-type attribute and a message-digest
attribute. The message-digest attribute contains a hash of the content of the signed-data, where
the content is as described for the absent signed attributes case above. Recalculation of the hash
value by the recipient is an important step in signature verification.

 describes how, when the content of a signed-data is large, performance
may be improved by including signed attributes. This is as true for ML-DSA as it is for SLH-DSA,
although ML-DSA signature generation and verification is significantly faster than SLH-DSA.

ML-DSA has a context string input that can be used to ensure that different signatures are
generated for different application contexts. When using ML-DSA as specified in this document,
the context string is set to the empty string.

Section 5.4 of [RFC5652]

MUST

Section 4 of [RFC9814]

digestAlgorithm:

3.3. SignerInfo Content
When using ML-DSA, the fields of a SignerInfo are used as follows:

Per , the digestAlgorithm field identifies the message
digest algorithm used by the signer and any associated parameters. Each ML-DSA parameter
set has a collision strength parameter, represented by the "λ" (GREEK SMALL LETTER
LAMDA, U+03BB) symbol in . When signers utilise signed attributes, their choice of
digest algorithm may impact the overall security level of their signature. Selecting a digest
algorithm that offers λ bits of security strength against second preimage attacks and collision
attacks is sufficient to meet the security level offered by a given parameter set, so long as the
digest algorithm produces at least 2 * λ bits of output. The overall security strength offered by
an ML-DSA signature calculated over signed attributes is constrained by either the digest
algorithm's strength or the strength of the ML-DSA parameter set, whichever is lower.
Verifiers  reject a signature if the signer's choice of digest algorithm does not meet the
security requirements of their choice of ML-DSA parameter set. Table 1 shows appropriate
SHA-2 and SHA-3 digest algorithms for each parameter set.

SHA-512  be supported for use with the variants of ML-DSA in this document.
SHA-512 is suitable for all ML-DSA parameter sets and provides an interoperable option for
legacy CMS implementations that wish to migrate to use post-quantum cryptography, but that
may not support use of SHA-3 derivatives at the CMS layer. However, other hash functions 

 also be supported; in particular, SHAKE256  be supported, as this is the digest
algorithm used internally in ML-DSA. When SHA-512 is used, the id-sha512  digest
algorithm identifier is used and the parameters field  be omitted. When SHAKE256 is
used, the id-shake256  digest algorithm identifier is used and the parameters field 

 be omitted. SHAKE256 produces 512 bits of output when used as a message digest
algorithm in the CMS.

Section 5.3 of [RFC5652]

[FIPS204]

MAY

[FIPS180] MUST

MAY SHOULD
[RFC5754]

MUST
[RFC8702]

MUST
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signatureAlgorithm:

signature:

When signing using ML-DSA without including signed attributes, the algorithm specified in
the digestAlgorithm field has no meaning, as ML-DSA computes signatures over entire
messages rather than externally computed digests. As such, the considerations above and in 
Table 1 do not apply. Nonetheless, in this case implementations  specify SHA-512 as the
digestAlgorithm in order to minimise the likelihood of an interoperability failure. When
processing a SignerInfo signed using ML-DSA, if no signed attributes are present,
implementations  ignore the content of the digestAlgorithm field.

The signatureAlgorithm field  contain one of the ML-DSA signature
algorithm OIDs, and the parameters field  be absent. The algorithm OID  be one of
the following OIDs described in Section 2:

The signature field contains the signature value resulting from the use of the ML-
DSA signature algorithm identified by the signatureAlgorithm field. The ML-DSA (pure mode)
signature-generation operation is specified in Section 5.2 of , and the signature-
verification operation is specified in Section 5.3 of . Note that 

 places further requirements on the successful verification of a signature.

MUST

MUST

Signature
Algorithm

Digest Algorithms

ML-DSA-44 SHA-256, SHA-384, SHA-512, SHA3-256, SHA3-384, SHA3-512,
SHAKE128, SHAKE256

ML-DSA-65 SHA-384, SHA-512, SHA3-384, SHA3-512, SHAKE256

ML-DSA-87 SHA-512, SHA3-512, SHAKE256

Table 1: Suitable Digest Algorithms for ML-DSA

MUST
MUST MUST

Signature Algorithm Algorithm Identifier OID

ML-DSA-44 id-ml-dsa-44

ML-DSA-65 id-ml-dsa-65

ML-DSA-87 id-ml-dsa-87

Table 2: Signature Algorithm Identifier OIDs for ML-
DSA

[FIPS204]
[FIPS204] Section 5.6 of

[RFC5652]

4. Security Considerations
The security considerations in  and  apply to this specification.

Security of the ML-DSA private key is critical. Compromise of the private key will enable an
adversary to forge arbitrary signatures.

[RFC5652] [RFC9881]
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ML-DSA depends on high-quality random numbers that are suitable for use in cryptography. The
use of inadequate pseudo-random number generators (PRNGs) to generate such values can
significantly undermine the security properties offered by a cryptographic algorithm. For
instance, an attacker may find it much easier to reproduce the PRNG environment that produced
any private keys, searching the resulting small set of possibilities, rather than brute-force
searching the whole key space. The generation of random numbers of a sufficient level of quality
for use in cryptography is difficult; see Section 3.6.1 of  for some additional information.

By default, ML-DSA signature generation uses randomness from two sources: fresh random data
generated during signature generation, and precomputed random data included in the signer's
private key. This is referred to as the "hedged" variant of ML-DSA. Inclusion of both sources of
random data can help mitigate against faulty random number generators, side-channel attacks,
and fault attacks.  also permits creating deterministic signatures using just the
precomputed random data in the signer's private key. The same verification algorithm is used to
verify both hedged and deterministic signatures, so this choice does not affect interoperability.
The signer  use the deterministic variant of ML-DSA on platforms where side-
channel attacks or fault attacks are a concern. Side-channel attacks and fault attacks against ML-
DSA are an active area of research . Future protection against these
styles of attack may involve interoperable changes to the implementation of ML-DSA's internal
functions. Implementers  consider implementing such protection measures if it would
be beneficial for their particular use cases.

To avoid algorithm substitution attacks, the CMSAlgorithmProtection attribute defined in 
 be included in signed attributes.

[FIPS204]

[FIPS204]

SHOULD NOT

[WNGD2023] [KPLG2024]

SHOULD

[RFC6211] SHOULD

5. Operational Considerations
If ML-DSA signing is implemented in a hardware device such as a hardware security module
(HSM) or a portable cryptographic token, implementers might want to avoid sending the full
content to the device for performance reasons. By including signed attributes, which necessarily
includes the message-digest attribute and the content-type attribute as described in 

, the much smaller set of signed attributes are sent to the device for signing.

Additionally, the pure variant of ML-DSA does support a form of pre-hash via external
calculation of the "μ" (GREEK SMALL LETTER MU, U+03BC) "message representative" value
described in Section 6.2 of . This value may "optionally be computed in a different
cryptographic module" and supplied to the hardware device, rather than requiring the entire
message to be transmitted.  describes use of external μ calculations in
further detail.

Section 5.3
of [RFC5652]

[FIPS204]

Appendix D of [RFC9881]

6. IANA Considerations
For the ASN.1 module in Appendix A, IANA has assigned the following object identifier in the
"SMI Security for S/MIME Module Identifier (1.2.840.113549.1.9.16.0)" registry:
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Decimal Description Reference

83 id-mod-ml-dsa-2024 RFC 9882

Table 3: Object Identifier Assignments
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Appendix A. ASN.1 Module

<CODE BEGINS>
ML-DSA-Module-2024
  { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
    id-smime(16) id-mod(0) id-mod-ml-dsa-2024(83) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS SIGNATURE-ALGORITHM, SMIME-CAPS
  FROM AlgorithmInformation-2009 -- in [RFC5911]
  { iso(1) identified-organization(3) dod(6) internet(1)
    security(5) mechanisms(5) pkix(7) id-mod(0)
    id-mod-algorithmInformation-02(58) }

sa-ml-dsa-44, sa-ml-dsa-65, sa-ml-dsa-87
  FROM X509-ML-DSA-2024 -- From [RFC9881]
  { iso(1) identified-organization(3) dod(6) internet(1)
    security(5) mechanisms(5) pkix(7) id-mod(0)
    id-mod-x509-ml-dsa-2024(119) } ;

--
-- Expand the signature algorithm set used by CMS [RFC5911]
--

SignatureAlgorithmSet SIGNATURE-ALGORITHM ::= {
  sa-ml-dsa-44 |
  sa-ml-dsa-65 |
  sa-ml-dsa-87,
  ... }

SMimeCaps SMIME-CAPS ::= {
  sa-ml-dsa-44.&smimeCaps |
  sa-ml-dsa-65.&smimeCaps |
  sa-ml-dsa-87.&smimeCaps,
  ... }

END
<CODE ENDS>

Appendix B. Examples
This appendix contains example signed-data encodings. They can be verified using the example
public keys and certificates specified in .

The following is an example of a signed-data with a single ML-DSA-44 signer, with signed
attributes included:

Appendix C of [RFC9881]
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zs/Q7xYbHEBpepGfq7C0w9Tp7fgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
DhYkNA==
-----END CMS-----

SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-44 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
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                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `0bbf93681247c4dce90c456e2b297c3d
ee17452e2bed43f3955383dcfc3adf5a6dddecf3a9231350e160b0c860d358ac
22756c1c1d9f44dc24f44f08f6808fd4` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
          }
          OCTET_STRING { `f35fd6525188a202327651217fd1bd4a7f24e7RFC 9882 ML-DSA in the CMS October 2025
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The following is an example of a signed-data with a single ML-DSA-65 signer, with signed
attributes included:
` }
        }
      }
    }
  }
}

-----BEGIN CMS-----RFC 9882 ML-DSA in the CMS October 2025
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vALm0S8mrv8p6S1ln2lrYjYptdELG6FbAm5ZFRWD9XDQUCmbDp8qQkw4q7nFSLTx
lzu6lQIiB7weAoJ0/WyhrD75GTcp7W9e0pcmqQL6YMYTIlvRSoq0aK4l4nz+7eUY
tCuJjGDmj/+2kHVOZUF/p8fzZmsWBcgpMUJnPo0hTUZ3oQqxsNYFiXZDStVtyA7b
hS8OX6kEO8652tGQop6jIx3WEUs/vqSa/h1BHVW3aOd29Rqw0Tf1o6BoIoDdccpi
4NlIgwVFxFhzqxy9QvQF0nuaPIaCZFf8vTxaMSVD7JVmvAG2QJXQXfseyttHnaut
i3iV/dQfCk6q5AF3FfLWmpbv7xGzgAqEQLJbWGTgzkWhrUd4XSxMuz3Fdr2miYqZ
bKeW7WTYZheWIByiulhuxh9UYf0GDxAYY4m5EGV5pek6xgwhMj1YYmVobHng4g8n
YKOx3QAAAAAAAAAAAAAAAAAAAAAAAAAECxASHiQ=
-----END CMS-----

SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-65 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
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          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `d5740888352a0e92a69df3eb1a1ce555
60ac3f2d2f8281ce3f06a56d3a8285cb24ee6404757129a17aef477cdf1a443a
12220e30cfde2308f7b88142ce9e3aa8` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
          }
          OCTET_STRING { `529c9039cce0a4fc9d267e4967892860063cc4RFC 9882 ML-DSA in the CMS October 2025
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The following is an example of a signed-data with a single ML-DSA-87 signer, with signed
attributes included:

d10b1ba15b026e59151583f570d050299b0e9f2a424c38abb9c548b4f1973bba
95022207bc1e028274fd6ca1ac3ef9193729ed6f5ed29726a902fa60c613225b
d14a8ab468ae25e27cfeede518b42b898c60e68fffb690754e65417fa7c7f366
6b1605c8293142673e8d214d4677a10ab1b0d6058976434ad56dc80edb852f0e
5fa9043bceb9dad190a29ea3231dd6114b3fbea49afe1d411d55b768e776f51a
b0d137f5a3a0682280dd71ca62e0d948830545c45873ab1cbd42f405d27b9a3c
86826457fcbd3c5a312543ec9566bc01b64095d05dfb1ecadb479dabad8b7895
fdd41f0a4eaae4017715f2d69a96efef11b3800a8440b25b5864e0ce45a1ad47
785d2c4cbb3dc576bda6898a996ca796ed64d8661796201ca2ba586ec61f5461
fd060f10186389b9106579a5e93ac60c21323d586265686c79e0e20f2760a3b1
dd00000000000000000000000000000000000000040b10121e24` }
        }
      }
    }
  }
}

-----BEGIN CMS-----RFC 9882 ML-DSA in the CMS October 2025
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-----END CMS-----

SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-87 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
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          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `024f5ef2846bda2220e542208acfd715
ddd3b8e111e8390d62864b1dc128c0a2c9b74567b0b955c617f002204d27d887
95699e065f016ae31c6d0a4b42662264` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
          }
          OCTET_STRING { `9863de9a87725f55d7963b509e9a5496df4646RFC 9882 ML-DSA in the CMS October 2025
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` }
        }
      }
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    }
  }
}
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       Introduction
       The Module-Lattice-Based Digital Signature Algorithm (ML-DSA) is a post-quantum digital signature algorithm standardised by the US National Institute of Standards and Technology (NIST) as part of their post-quantum cryptography standardisation process.
It offers smaller signatures and significantly faster runtimes than SLH-DSA  , an alternative post-quantum signature algorithm also standardised by NIST.
This document specifies the use of ML-DSA in the CMS at three security levels: ML-DSA-44, ML-DSA-65, and ML-DSA-87.  See   for more information on the security levels and key sizes of ML-DSA.
       Prior to standardisation, ML-DSA was known as Dilithium.  ML-DSA and Dilithium are not compatible.
       For each of the ML-DSA parameter sets, an algorithm identifier OID has been specified.
         also specifies a pre-hashed variant of ML-DSA, called HashML-DSA.
Use of HashML-DSA in the CMS is not specified in this document.
See   for more details.
       
         Conventions and Definitions
         
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
        
      
    
     
       ML-DSA Algorithm Identifiers
       Many ASN.1 data structure types use the AlgorithmIdentifier type to identify cryptographic algorithms.
In the CMS, AlgorithmIdentifiers are used to identify ML-DSA signatures in the signed-data content type.
They may also appear in X.509 certificates used to verify those signatures.
The same AlgorithmIdentifiers are used to identify ML-DSA public keys and signature algorithms.
  describes the use of ML-DSA in X.509 certificates.
The AlgorithmIdentifier type is defined as follows:
       
AlgorithmIdentifier{ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
        SEQUENCE {
            algorithm   ALGORITHM-TYPE.&id({AlgorithmSet}),
            parameters  ALGORITHM-TYPE.
                   &Params({AlgorithmSet}{@algorithm}) OPTIONAL
        }

       
         NOTE: The above syntax is from   and is compatible with the
  2021 ASN.1 syntax  . See   for the 1988 ASN.1 syntax.
      
       The fields in the AlgorithmIdentifier type have the following meanings:
       
         algorithm:
         
           The algorithm field contains an OID that identifies the cryptographic algorithm in use.
The OIDs for ML-DSA are described below.
        
         parameters:
         
           The parameters field contains parameter information for the algorithm identified by the OID in the algorithm field.
Each ML-DSA parameter set is identified by its own algorithm OID, so there is no relevant information to include in this field.
As such, parameters  MUST be omitted when encoding an ML-DSA AlgorithmIdentifier.
        
      
       The object identifiers for ML-DSA are defined in the NIST Computer Security Objects Register  , and are reproduced here for convenience.
       
sigAlgs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
    us(840) organization(1) gov(101) csor(3) nistAlgorithms(4) 3 }

id-ml-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }

id-ml-dsa-65 OBJECT IDENTIFIER ::= { sigAlgs 18 }

id-ml-dsa-87 OBJECT IDENTIFIER ::= { sigAlgs 19 }


    
     
       Signed-Data Conventions
       
         Pure Mode Versus Pre-Hash Mode
           specifies that digital signatures for CMS are produced using a digest of the message to be signed and the signer's private key.
At the time RFC 5652 was published, all signature algorithms supported in the CMS required a message digest to be calculated externally to that algorithm, which would then be supplied to the algorithm implementation when calculating and verifying signatures.
Since then, EdDSA  , SLH-DSA   and ML-DSA have also been standardised, and these algorithms support both a "pure" and a "pre-hash" mode.
In the pre-hash mode, a message digest (the "pre-hash") is calculated separately and supplied to the signature algorithm as described above.
In the pure mode, the message to be signed or verified is instead supplied directly to the signature algorithm.
When EdDSA   and SLH-DSA   are used with CMS, only the pure mode of those algorithms is specified.
This is because in most situations, CMS signatures are computed over a set of signed attributes that contain a hash of the content, rather than being computed over the message content itself.
Since signed attributes are typically small, use of pre-hash modes in the CMS wouldn't significantly reduce the size of the data to be signed, and hence offers no benefit.
This document follows that convention and does not specify the use of ML-DSA's pre-hash mode ("HashML-DSA") in the CMS.
      
       
         Signature Generation and Verification
           describes the two methods that are used to calculate and verify signatures in the CMS.
One method is used when signed attributes are present in the signedAttrs field of the relevant SignerInfo, and another is used when signed attributes are absent.
Each method produces a different "message digest" to be supplied to the signature algorithm in question, but because the pure mode of ML-DSA is used, the "message digest" is in fact the entire message.
Use of signed attributes is preferred, but the conventions for signed-data without signed attributes is also described below for completeness.
         When signed attributes are absent, ML-DSA (pure mode) signatures are computed over the content of the signed-data.
As described in  , the "content" of a signed-data is the value of the encapContentInfo eContent OCTET STRING.
The tag and length octets are not included.
         When signed attributes are included, ML-DSA (pure mode) signatures are computed over the complete DER encoding of the SignedAttrs value contained in the SignerInfo's signedAttrs field.
As described in  , this encoding includes the tag and length octets, but an EXPLICIT SET OF tag is used rather than the IMPLICIT [0] tag that appears in the final message. At a minimum, 
the signedAttrs field  MUST include a content-type attribute and a message-digest attribute.
The message-digest attribute contains a hash of the content of the signed-data, where the content is as described for the absent signed attributes case above.
Recalculation of the hash value by the recipient is an important step in signature verification.
           describes how, when the content of a signed-data is large, performance may be improved by including signed attributes.
This is as true for ML-DSA as it is for SLH-DSA, although ML-DSA signature generation and verification is significantly faster than SLH-DSA.
         ML-DSA has a context string input that can be used to ensure that different signatures are generated for different application contexts.
When using ML-DSA as specified in this document, the context string is set to the empty string.
      
       
         SignerInfo Content
         When using ML-DSA, the fields of a SignerInfo are used as follows:
         
           digestAlgorithm:
           
             Per  , the digestAlgorithm field identifies the message digest algorithm used by the signer and any associated parameters.
Each ML-DSA parameter set has a collision strength parameter, represented by the  λ symbol in  .
When signers utilise signed attributes, their choice of digest algorithm may impact the overall security level of their signature.
Selecting a digest algorithm that offers λ bits of security strength against second preimage attacks and collision attacks is sufficient to meet the security level offered by a given parameter set, so long as the digest algorithm produces at least 2 * λ bits of output.
The overall security strength offered by an ML-DSA signature calculated over signed attributes is constrained by either the digest algorithm's strength or the strength of the ML-DSA parameter set, whichever is lower.
Verifiers  MAY reject a signature if the signer's choice of digest algorithm does not meet the security requirements of their choice of ML-DSA parameter set.
  shows appropriate SHA-2 and SHA-3 digest algorithms for each parameter set.
             SHA-512    MUST be supported for use with the variants of ML-DSA in this document.
SHA-512 is suitable for all ML-DSA parameter sets and provides an interoperable option for legacy CMS implementations that wish to migrate to use post-quantum cryptography, but that may not support use of SHA-3 derivatives at the CMS layer.
However, other hash functions  MAY also be supported; in particular, SHAKE256  SHOULD be supported, as this is the digest algorithm used internally in ML-DSA.
When SHA-512 is used, the id-sha512   digest algorithm identifier is used and the parameters field  MUST be omitted.
When SHAKE256 is used, the id-shake256   digest algorithm identifier is used and the parameters field  MUST be omitted.
SHAKE256 produces 512 bits of output when used as a message digest algorithm in the CMS.
             When signing using ML-DSA without including signed attributes, the algorithm specified in the digestAlgorithm field has no meaning, as ML-DSA computes signatures over entire messages rather than externally computed digests.
As such, the considerations above and in   do not apply.
Nonetheless, in this case implementations  MUST specify SHA-512 as the digestAlgorithm in order to minimise the likelihood of an interoperability failure.
When processing a SignerInfo signed using ML-DSA, if no signed attributes are present, implementations  MUST ignore the content of the digestAlgorithm field.
             
               Suitable Digest Algorithms for ML-DSA
               
                 
                   Signature Algorithm
                   Digest Algorithms
                
              
               
                 
                   ML-DSA-44
                   SHA-256, SHA-384, SHA-512, SHA3-256, SHA3-384, SHA3-512, SHAKE128, SHAKE256
                
                 
                   ML-DSA-65
                   SHA-384, SHA-512, SHA3-384, SHA3-512, SHAKE256
                
                 
                   ML-DSA-87
                   SHA-512, SHA3-512, SHAKE256
                
              
            
          
           signatureAlgorithm:
           
             The signatureAlgorithm field  MUST contain one of the ML-DSA signature algorithm OIDs, and the parameters field  MUST be absent. The algorithm OID  MUST be one of the following OIDs described in  :
             
               Signature Algorithm Identifier OIDs for ML-DSA
               
                 
                   Signature Algorithm
                   Algorithm Identifier OID
                
              
               
                 
                   ML-DSA-44
                   id-ml-dsa-44
                
                 
                   ML-DSA-65
                   id-ml-dsa-65
                
                 
                   ML-DSA-87
                   id-ml-dsa-87
                
              
            
          
           signature:
           
             The signature field contains the signature value resulting from the use of the ML-DSA signature algorithm identified by the signatureAlgorithm field.
 The ML-DSA (pure mode) signature-generation operation is specified in Section 5.2 of  , and the signature-verification operation is specified in Section 5.3 of  .
 Note that   places further requirements on the successful verification of a signature.
          
        
      
    
     
       Security Considerations
       The security considerations in   and   apply to this specification.
       Security of the ML-DSA private key is critical.
Compromise of the private key will enable an adversary to forge arbitrary signatures.
       ML-DSA depends on high-quality random numbers that are suitable for use in cryptography.
The use of inadequate pseudo-random number generators (PRNGs) to generate such values can significantly undermine the security properties offered by a cryptographic algorithm.
For instance, an attacker may find it much easier to reproduce the PRNG environment that produced any private keys, searching the resulting small set of possibilities, rather than brute-force searching the whole key space.
The generation of random numbers of a sufficient level of quality for use in cryptography is difficult; see Section 3.6.1 of   for some additional information.
       By default, ML-DSA signature generation uses randomness from two sources: fresh random data generated during signature generation, and precomputed random data included in the signer's private key.
This is referred to as the "hedged" variant of ML-DSA.
Inclusion of both sources of random data can help mitigate against faulty random number generators, side-channel attacks, and fault attacks.
  also permits creating deterministic signatures using just the precomputed random data in the signer's private key.
The same verification algorithm is used to verify both hedged and deterministic signatures, so this choice does not affect interoperability.
The signer  SHOULD NOT use the deterministic variant of ML-DSA on platforms where side-channel attacks or fault attacks are a concern.
Side-channel attacks and fault attacks against ML-DSA are an active area of research
   .
Future protection against these styles of attack may involve interoperable changes to the implementation of ML-DSA's internal functions.
Implementers  SHOULD consider implementing such protection measures if it would be beneficial for their particular use cases.
       To avoid algorithm substitution attacks, the CMSAlgorithmProtection attribute defined in    SHOULD be included in signed attributes.
    
     
       Operational Considerations
       If ML-DSA signing is implemented in a hardware device such as a hardware security module (HSM) or a portable cryptographic token, implementers might want to avoid sending the full content to the device for performance reasons.
By including signed attributes, which necessarily includes the message-digest attribute and the content-type attribute as described in  , the much smaller set of signed attributes are sent to the device for signing.
       Additionally, the pure variant of ML-DSA does support a form of pre-hash via external calculation of the  μ "message representative" value described in Section 6.2 of  .
This value may "optionally be computed in a different cryptographic module" and supplied to the hardware device, rather than requiring the entire message to be transmitted.
  describes use of external μ calculations in further detail.
    
     
       IANA Considerations
       For the ASN.1 module in  , IANA has assigned the following object identifier in the "SMI Security for S/MIME Module Identifier (1.2.840.113549.1.9.16.0)" registry:
       
         Object Identifier Assignments
         
           
             Decimal
             Description
             Reference
          
        
         
           
             83
             id-mod-ml-dsa-2024
             RFC 9882
          
        
      
    
  
   
     
       References
       
         Normative References
         
           
             Computer Security Objects Register (CSOR)
             
               National Institute of Standards and Technology
            
             
          
        
         
           
             Module-Lattice-Based Digital Signature Standard
             
               National Institute of Standards and Technology
            
             
          
           
           
        
         
           
             Key words for use in RFCs to Indicate Requirement Levels
             
             
             
               In many standards track documents several words are used to signify the requirements in the specification. These words are often capitalized. This document defines these words as they should be interpreted in IETF documents. This document specifies an Internet Best Current Practices for the Internet Community, and requests discussion and suggestions for improvements.
            
          
           
           
           
        
         
           
             Cryptographic Message Syntax (CMS)
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       ASN.1 Module
       
<CODE BEGINS>
ML-DSA-Module-2024
  { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
    id-smime(16) id-mod(0) id-mod-ml-dsa-2024(83) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS SIGNATURE-ALGORITHM, SMIME-CAPS
  FROM AlgorithmInformation-2009 -- in [RFC5911]
  { iso(1) identified-organization(3) dod(6) internet(1)
    security(5) mechanisms(5) pkix(7) id-mod(0)
    id-mod-algorithmInformation-02(58) }

sa-ml-dsa-44, sa-ml-dsa-65, sa-ml-dsa-87
  FROM X509-ML-DSA-2024 -- From [RFC9881]
  { iso(1) identified-organization(3) dod(6) internet(1)
    security(5) mechanisms(5) pkix(7) id-mod(0)
    id-mod-x509-ml-dsa-2024(119) } ;

--
-- Expand the signature algorithm set used by CMS [RFC5911]
--

SignatureAlgorithmSet SIGNATURE-ALGORITHM ::= {
  sa-ml-dsa-44 |
  sa-ml-dsa-65 |
  sa-ml-dsa-87,
  ... }

SMimeCaps SMIME-CAPS ::= {
  sa-ml-dsa-44.&smimeCaps |
  sa-ml-dsa-65.&smimeCaps |
  sa-ml-dsa-87.&smimeCaps,
  ... }

END
<CODE ENDS>

    
     
       Examples
       This appendix contains example signed-data encodings.
They can be verified using the example public keys and certificates specified in  .
       The following is an example of a signed-data with a single ML-DSA-44 signer, with signed attributes included:
       
-----BEGIN CMS----------END CMS-----

       
SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-44 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `0bbf93681247c4dce90c456e2b297c3d
ee17452e2bed43f3955383dcfc3adf5a6dddecf3a9231350e160b0c860d358ac
22756c1c1d9f44dc24f44f08f6808fd4` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }
          }
          OCTET_STRING { `f35fd6525188a202327651217fd1bd4a7f24e7` }
        }
      }
    }
  }
}

       The following is an example of a signed-data with a single ML-DSA-65 signer, with signed attributes included:
       
-----BEGIN CMS----------END CMS-----

       
SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-65 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `d5740888352a0e92a69df3eb1a1ce555
60ac3f2d2f8281ce3f06a56d3a8285cb24ee6404757129a17aef477cdf1a443a
12220e30cfde2308f7b88142ce9e3aa8` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }
          }
          OCTET_STRING { `529c9039cce0a4fc9d267e4967892860063cc4` }
        }
      }
    }
  }
}

       The following is an example of a signed-data with a single ML-DSA-87 signer, with signed attributes included:
       
-----BEGIN CMS----------END CMS-----

       
SEQUENCE {
  # signedData
  OBJECT_IDENTIFIER { 1.2.840.113549.1.7.2 }
  [0] {
    SEQUENCE {
      INTEGER { 1 }
      SET {
        SEQUENCE {
          # sha512
          OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
        }
      }
      SEQUENCE {
        # data
        OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
        [0] {
          OCTET_STRING { "ML-DSA-87 signed-data example with sig
ned attributes" }
        }
      }
      SET {
        SEQUENCE {
          INTEGER { 1 }
          SEQUENCE {
            SEQUENCE {
              SET {
                SEQUENCE {
                  # organizationName
                  OBJECT_IDENTIFIER { 2.5.4.10 }
                  PrintableString { "IETF" }
                }
              }
              SET {
                SEQUENCE {
                  # commonName
                  OBJECT_IDENTIFIER { 2.5.4.3 }
                  PrintableString { "LAMPS WG" }
                }
              }
            }
            INTEGER { `159ffe6f22fd5cc42c524df6fd5e28d0de38f34e`
 }
          }
          SEQUENCE {
            # sha512
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.2.3 }
          }
          [0] {
            SEQUENCE {
              # contentType
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.3 }
              SET {
                # data
                OBJECT_IDENTIFIER { 1.2.840.113549.1.7.1 }
              }
            }
            SEQUENCE {
              # messageDigest
              OBJECT_IDENTIFIER { 1.2.840.113549.1.9.4 }
              SET {
                OCTET_STRING { `024f5ef2846bda2220e542208acfd715
ddd3b8e111e8390d62864b1dc128c0a2c9b74567b0b955c617f002204d27d887
95699e065f016ae31c6d0a4b42662264` }
              }
            }
          }
          SEQUENCE {
            OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }
          }
          OCTET_STRING { `9863de9a87725f55d7963b509e9a5496df4646` }
        }
      }
    }
  }
}

    
     
       Acknowledgments
       The authors would like to thank the following people for their contributions and reviews that helped shape this document:  ,  ,  ,  ,  ,  , and  .
       This document was heavily influenced by  ,  , and  .
Thanks go to the authors of those documents.
    
     
       Authors' Addresses
       
         UK National Cyber Security Centre
         
           ben.s3@ncsc.gov.uk
        
      
       
         UK National Cyber Security Centre
         
           adam.r@ncsc.gov.uk
        
      
       
         CryptoNext Security
         
           daniel.vangeest@cryptonext-security.com
        
      
    
  


