ArtistScope Secure Image Pro

 v3.0 - Windows95/98/NT/2000/XP/etc
* Secure Image Pro converter is available in both Windows and Mac format   
Last Modified march 2003 - http://www.artistscope.com
Copyright © ArtistScope 1998-2003 - All Rights Reserved.    

IMAGES ON THE NET

Artists and photographers have found that the safest place for images is not on the Internet. To most surfers the Internet is seen as a vast resource for free images and clip art to be used in unrelated projects. Stolen images have been used in bogus portfolios and even entered into contests and won prizes, all without the knowledge of the real copyright owner.

The means available for copying images from the web are numerous:

· Saving from the web page by right click mouse action.

· Saving the page in IE5 grabs all images on the page including backgrounds.

· Directly linking to where the image is stored on the server.

· By opening the image from browser cache from the Temporary Internet Folder.

· Screen capture programs and Printscreen.

SYSTEM REQUIREMENTS

To use Secure Image you must first have a web. The program that converts your images is available for both PC and Mac computers. To make efficient conversions it is recommended to have 32 MB ram on a Pentium PC or at least 64 MB ram on a Mac computer. 

Secure Image is a Java program and runs independently of platform as it provides its own support and sources. The PC version will run in all Windows later than Win95. The Mac version will run on all OS versions 8.1 and higher.
NOTE

ArtistScope programs are primarily Java based. Java is one of the more commonly used program languages on the Internet and is extremely versatile, as it will run almost anywhere and on most platforms. However Java is not as forgiving as html and has different rules. Until you see it working for the first time it is recommended that you keep your tests as simple as possible… as in the tutorial.

ISP and browser caching can cause common errors that can be disconcerting on first time use. If an error is made and then corrected, because of caching you may not be able to see the improvement. If you are doing a lot of web site publishing, you should set your browser preferences to update every time or restart your browser. Proxy and server caching is used to save bandwidth and if used by your server or ISP the new page/image may not be updated for several days. You can avoid cached images by using differently named images each test.

HOW IT WORKS

Instead of placing a normal image onto the html page the image is first encrypted for insertion into a viewer. It is the applet viewer that sits on the page replacing the image. The encrypted image is unusable unless displayed from its viewer. It is only the encrypted images that are uploaded to the server, so the master images are safe from everyone, including server staff and your webmaster.

EVALUATION

The download is the full version but with some limitations until registered. As a demo the images that it creates will expire in 48 hours… a handy tool for emailing proofs to the client before they are paid up. To use the program on the Internet it must registered to a web site. You can register online nominating your intended address for a master key that unlocks the program and enables Domain Lock.

TO INSTALL

Unzip the downloaded file into a temporary folder. Open this folder and click on the ARTIS30.EXE file and follow the instructions until complete. 

ENCRYPTION

Pro uses an encryption specially written for early Java enabling support for all browsers on both PC and Mac computers. Unlike the free PC version, Secure Image Pro will create encrypted images and applet viewers that are supported in all popular browsers on all common platforms.

The most important area that image encryption protects is the downloading of the image by direct means after locating its path. Encrypted images are safe because the image files on the server cannot be viewed away from the user's web site. Nor can they be used from the Temporary Internet Folder or Cache. 

As the image is downloaded, the applet viewer translates it and presents it on the screen. Because the image is in an applet it cannot be directly saved, as there is no direct path. Downloading the image from the link if known will deliver the encrypted image form, but it is not viewable unless being viewed from your site and in your applet viewer.

ENCRYPTION TYPES

DOMAIN LOCK – where only one web site is nominated, the image can only be viewed online from that web site and nowhere else. The image is not viewable locally.

ALL REGISTERED SITES – where several sites are registered and used in the one program, the same image can be viewed online from each of the listed sites. The images are viewable off the web, but will expire in 2 days if not viewed from the registered site. 

IMAGE IMPORT for BATCHES

Images to encrypt can be imported one at a time or in batches. To select a batch of images to import, select the “folder” that they are in and Pro will import all the JPG and GIF files in the folder that are suitable.

BATCH SAVING

When you have finished configuring the look of your images, they can all be converted with one click of the button. Highlight all the images to convert (or Select All) and you will have the option of saving each image to its own page, or saving all the images to the one page with their titles underneath for easy identification. Pro will batch save more than 3,000 images at a time.

DOWNLOAD TIMES

Secure Image Pro will only increase your download time by 12 Kb on the first call. On subsequent calls the java file is used from cache. The progress bar is displayed to reassure the visitor while the image downloads. Unlike a normal image that will show partially as it downloads when "interlaced" the applet needs to completely download the image before showing. It does not take any longer and subsequent calls or revisits to the page are served from cache (if the visitor's browser settings allow).

Images presented on the web are usually 72-96 dpi (dots per inch) and unless presenting a photographer’s professional portfolio, images larger than 100k in file size make for longer downloads and less visitors.

SWAP IMAGE - TEXT

The text messages are of a fixed font and will appear as a paragraph. The text will automatically wrap inside the image area and be centered. The limit of how much text will fit depends on the image area. If you try to put too much into a small image area the message will be cropped. The text message is an option for a quick message. If you need more control over the look it is recommended to use swap image.  

SWAP IMAGE

Two images are loaded and alternated on MouseOver actions. The second image is displayed automatically at the same size as the first image. It is recommended to use images of the same proportions to avoid distortion. When using “swap image” failing to nominate the second image will cause the applet to fail. When configuring the image properties for “swap image” a preview of the second image nominated is shown.

TARGETED HYPERLINK

A link can be set for visitors to navigate by mouse clicking the image. The link can be set to a target frame for navigating within framesets. The hyperlink will only function from the registered site. If a link is not required simply leave the setting completely blank.

EDITING PAGES

The program creates the viewing applet for the image and adds it to a web page. When converting batches of images all the image applets can be saved to the one page with their titles underneath for easy identification (applets are not visible in editors) or to individual pages each named to match the image file name. The new page can be used as template to copy the applets from for pasting onto new or existing pages. Or it can be used as the start page to build upon by adding extra images and text, etc. When doing this work you must begin with all files in the same folder until more familiar with Java.

UPLOADING

If you saved to the project folder simply upload the whole folder intact without any editing. Never upload image or Java files as ASCII. They are binary files and if you need to select an option before uploading - use Auto or Binary. The files to upload to your server are:

Test.html


Web page carrying the new image applet.

Test.class


The encrypted version of your image.

ArtistscopePro.class

Pro Java class file.

ArtistscopeViewer.class
Pro Java class file.

ImgLoader.class

Pro Java class file.

To upload with programs such as FrontPage, simply import the “folder” that your new work is in. Try to keep your work within the new folder, keeping all the files together, as they were created.

USES AND LIMITATIONS

Secure Image can be used to protect images when displayed on a web page on the web or when sending the page by email. There is no limitation to the size and file size of the image displayed except for common sense paid to download times. When a visitor downloads the first protected image from your site the Java support files (12k) are also downloaded but are served from cache for the next image and revisits.

Free hosting services such as Geocities impose severe uploading restrictions on file types. Version 2.1, which uses a text file with a .dat extension, is not allowed. Nor are class files, which are needed to run all applets and Java.
Secure Image encrypts and displays JPG and GIF files of good quality. Over compressed images may not survive encryption. The Pro version will also display animated gifs, however their efficiency can be marred by excessive space between frames if not made properly.

SUPPORT

Full support by email is freely available until Secure Image Pro is functional on your website. If you have problems first check the documentation within the program’s folder and the user forum at http://support.artistscope.com
DISCLAIM

ArtistScope, agents and associated distributors are not liable for any loss or damages in any way connected to the use of this software.

SECURITY

Secure Image Pro is a security applet specially designed for images. Unlike normal applets, the image paths and source file locations are not given in the applet’s parameters (html view). 

While the Secure Image series was the first introduction of a suitable image protection system for the Internet and still is the most sophisticated, offering protection from all the normal methods of saving and copying, as a pure Java application it will not prevent screen capture. To prevent capture, man other sources and functions need to be controlled as the image, when downloaded to the visitor's browser, is stored in many places. Artistscope has pioneered this industry and has since developed an application that is safe from all avenues including screen capture, but to maintain security strict use and severe limitations apply to visitors... misadventure while viewing images protected by CopySafe will cause discomfort.

UNINSTALL

To remove the ArtistScope and associated files - simply DELETE the Artistscope folder. 

